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As I write this, the war in Ukraine 

is no longer dominating the front 

pages of most newspapers in the 

UK or US. Just four months in, are we already 

fatigued by a war, which could go on for a few 

more months, if not years? With Russia having 

pared down its military strategy to focus its 

military efforts in the east where it appears 

to be making some inroads, Ukraine has 

welcomed the arrival of long-range artillery 

— the M777 which is now joined by a new 

partner, the less modern, but still effective 155 

mm FH70 howitzers. “To reach a crescendo 

in this musical repertoire we need the famous 

soloist of our time — MLRS,” the Ukrainian 

Ministry of Defence tweeted on May 26. 

   Most of the military aid so far, has come from 

the US, which according to the Kiel Institute for 

the World Economy’s Ukraine Support Tracker, 

has provided some €43 billion in bilateral military, 

financial or humanitarian support to Ukraine. 

   EU countries and EU institutions have 

committed just €16 billion, one-third of what 

the US has pledged. “This large discrepancy 

is surprising,” observes Christoph Trebesch, 

research director at Kiel Institute, who 

is responsible for the Ukraine Support 

Tracker. “One might expect the EU to help a 

neighbouring country at least to a similar level 

as the distant United States. But EU countries 

have been moving much more slowly for weeks, 

not only in arms deliveries, but also in financial 

and humanitarian assistance.”   

   What gives? Despite the major u-turn on 

defence spending announced by German 

Chancellor Olaf Scholz on the 27 February, 

three days after President Putin’s ‘special 

military operation’ in Ukraine began, reversing 

decades of underspending on defence is not 
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 A Panzergrenadier  
of 4th Company, 

112th bataillon 
equipped with the 
new Infantryman 

of the Future –
Extended System 

Plus during a 
certification 

exercise of the 
German VJTF 2023 

Land Battlegroup 
(Photo by Ralph 

Zwilling)

as straightforward as it may first seem. As 

our cover story on Germany’s great defence 

awakening suggests, seemingly you can’t just 

flick a switch and expect everything, including 

procurement processes, to change overnight. In 

fact, a draft law for creating the €100 billion in 

defence spending announced by Scholz involves 

a constitutional amendment, which at the time 

of writing still hadn’t been finalised. Some media 

reports suggest that over the longer term, 

Germany may not even stick to its pledge of 

spending 2% of GDP on defence.  

  While Chancellor Scholz was quick to make 

such a pledge, making a long-term commitment 

could prove challenging for a country that is 

still mired in political divisions in terms of the 

enlarged role it sees itself playing in Europe’s EU’s 

future defence and security. Germany’s great 

defence awakening could end up being Germany’s 

great defence backpedal. Meanwhile, Poland 

is charging ahead, using Russia’s invasion of 

Ukraine as further impetus for increasing defence 

spending and modernising its armed forces.  

     It begs the question, is the Strategic 

Compass, an ambitious plan of action for 

boosting the EU’s security and military strategy 

by 2030, really a paradigm shift or just more of 

the same rhetoric? How committed are all EU 

member states to spending more on defence, 

and do the ambitions of the Strategic Compass 

fully align with the requirements created by the 

changing threat environment in Europe? The 

lesson for all of us, surely, is that actions speak 

much louder than words. n 

 

Happy reading, 

Anita Hawser
Editor

EditorFrom the

editor’s note
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use this money for necessary investments 
and armament projects.”

For a country that has long been wary 
of military power, and its use, preferring 
the use of trade and economics as tools 
of statecraft, the speech marked a seismic 
shift in attitudes. After decades of defence 
spending at lower levels than other NATO 
countries like France, the UK, Poland and 
Greece, Germany will now spend more 
than 2% of its GDP on defence. 

Having seen trade, dialogue and 
economic interdependence fail to prevent 
Russian President Vladimir Putin from 
waging war against Ukraine and even 
indirectly threatening other European 
states, Germany now realises that military 
capability is needed to deter further 
aggression from Russia.1

“Germany has had a political awakening,” 
observes Falk Schoening, a partner in the 
Berlin office of international law firm Hogan 
Lovells. “You can’t have it all and be this 
peaceful middle power.” But no one is 
under any illusions about the momentous 

 

task ahead for Germany. Decades of 
intentionally eroding military capability 
cannot suddenly be righted overnight. 

HISTORICAL FAILINGS
 Since the end of the Second World 

War, Germany’s use of its armed forces 
was restricted in one way or another. 
During the Cold War and for a period 
immediately afterwards, that restriction was 
primarily constitutional. West Germany 
had substantial forces in place to defend 
against a possible Warsaw Pact attack. For 
example, in 1989 it had 494,000 active and 
852,000 reserve personnel, 5,000 main 
battle tanks (MBTs), 500 combat aircraft, 
14 principal surface combatants (PSCs) and 
24 submarines2, but these were limited to 
being used as part of a NATO response to 
an act of aggression. 

As the post-Cold War period moved on 
and other conflicts arose, such as the War 
on Terror following the 9/11 attacks on 
the World Trade Centre, the restrictions 
became not so much constitutional 

 

Just three days after Russia 
commenced its ‘special military 
operation’ in Ukraine, the 

unthinkable happened. The German 
Parliament (Bundestag) met for a special 
session on Sunday 27 February. The new 
German Chancellor, Olaf Scholz, stood up 
to address them and within half an hour, 
he had swept away decades of restraint 
and underfunding in German foreign and 
defence policy. 

“It is clear that we must invest much 
more in the security of our country,” Scholz 
stated in his historic speech. “In order to 
protect our freedom and our democracy. 
This is a major national undertaking. The 
goal is a powerful, cutting-edge, progressive 
Bundeswehr that can be relied upon to 
protect us ... But we should be under 
no illusions. Better equipment, modern 
technology, more personnel — all of this 
costs a lot of money. We will therefore set 
up a special fund for the Bundeswehr. The 
2022 federal budget will provide a one-off 
sum of €100 billion for the fund. We will 

The defence headwinds no longer blow cold in Germany. After decades of underspending 
on defence and the steady erosion of military capability, the war in Ukraine prompted a 
dramatic u-turn. Germany has pledged to increase defence spending to 2% of GDP. But how 
long can it sustain its awakening, or will it revert back to old habits and political faultlines? 

Peter Antill
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(Germany changed its constitution to allow 
the deployment of forces outside the NATO 
area, and had troops serving in Afghanistan) 
but more centred around capability 
shortfalls due to budgetary constraints. Like 
much of the West, Germany had taken 
advantage of the end of the Cold War by 
diverting resources away from defence into 
other areas of public spending, and as a 

result, defence spending (as a percentage of 
GDP) fell to 1.1% in 20173.

The cutbacks in defence spending saw 
criticism steadily building, not only from 
Germany’s allies, specifically former US 
President Donald Trump who threatened 
to ‘punish’ Germany with trade sanctions 
if it did not spend more on defence, but 
also within Germany itself, with respect to 

 

the steady erosion of military capability and 
events that exposed Germany’s inability to 
fully involve itself in international security 
affairs. For example, in 2019, Germany 
refused to take part in a multinational 
mission to safeguard the Straits of Hormuz 
after receiving a formal request from the US, 
and a proposal to take part in a UN-backed 
peacekeeping mission in northern Syria. 

Germany's aging Tornado fleet will be replaced by the fifth generation F-35 stealth fighter jet (Photo by Pavel Vanka)
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The latter was opposed so rigorously by 
the Social Democrats within the governing 
coalition, that Germany’s allies were 
left stunned.4 Attempts to remedy the 
defence budget5 were partly thwarted by 
the outbreak of the Covid-19 pandemic in 
2020. While defence spending was not hit 
as hard as many predicted (in fact funding 
had increased slightly, to 1.53% of GDP in 

 
 

20216) the prospect of substantial increases 
seemed remote. But all that changed after 
Russia invaded Ukraine.

A CASH INJECTION, BUT 
ROADBLOCKS AHEAD

In mid-March, the German Finance 
Minister Christian Lindner, presented a 
revised draft 2022 budget and a draft law 
creating the special fund to the cabinet. 
The €100 billion in defence spending 
announced by Scholz would be handled 
as an extra-budgetary fund (known as a 
Sondervermögen) to allow legislators to 
avoid the constitutional debt-brake (known 
as the Schuldenbremse) which limits how 
much Germany can borrow. 

It was suspended to allow the 
Government to finance economic 
relief efforts to combat the effects of 
the Covid-19 pandemic, but the new 
government is keen to reinstate it in 2023. 
After the budget had received cabinet 
approval, it was handed over to the German 
Parliament to be debated and amended, and 
is expected to be passed in June. 

The draft law will follow a similar route 
but requires a two-thirds majority as it 
involves a constitutional amendment. 
Looking at the numbers, it seems that the 
€100 billion fund and Germany’s promise 
to increase the defence budget to 2% of 
GDP are complementary, as the special 
fund is a way of meeting that target with 
the funds being spent over several years. 
Schoening says the €100 billion earmarked 
for defence is a drop in the ocean. More 
than €2 billion he said would be spent just  
on protective equipment for soldiers, with 
the remainder likely to be spent over a 
period of 10 years. 

According to an article on the German 
defence spending hike published by the 
Stockholm International Peace Research 
Institute (SIPRI) in March: “In 2021, the 
German Ministry of Defence (MoD) 
received €46.9 billion in funding. To 
reach the 2% target, Germany’s military 
expenditure would have to rise to €75.5 
billion in 2022 and €85.6 billion by 2026. 

 

The revised draft budget appropriates 
€50.3 billion for the Bundeswehr in 2022 
and then €50.1 billion per year until 2026.

This leaves a funding gap of €25.2 
billion in 2022 and €35.5 billion by 2026. 
All in all, according to SIPRI, the German 
government would have to invest an 
additional €151.5 billion over these five 
years to fulfil Scholz’s pledge. At that 
pace, the funds in the Sondervermögen 
would be depleted by the middle of 2025. 
Based on this, it seems that the intended 
timeframe for the implementation of the 
Sondervermögen is three years.” 7

In May, however, media reports 
suggested that Germany may be 
backtracking on its defence spending 
pledge. According to an April 28 article 
published by Politico, although German 
defence spending is expected to increase to 
more than 2% of GDP in the coming years, 
there are no guarantees that Germany will 
stick to the 2% percent of GDP NATO 
spending goal unless the “regular defence 
budget is increased from the current €50 
billion to about €75 billion.” 8

There may also be legal obstacles in 
getting the draft law to set up a special fund 
for the Bundeswehr passed by German’s 
parliament. The ruling coalition cannot, by 
itself, achieve the two-thirds majority needed 
in either chamber. On top of that, there are 
some indications that certain members of 
the coalition may not vote for the law as it 
is currently drafted. The far left and right 
parties are unlikely to vote for the draft 
law, which leaves the Christian Democratic 
Union (CDU), the largest opposition party. 

While generally advocating for an 
increase in defence spending, the CDU 
has threatened to withdraw support if the 
phrasing of the new law is not clarified 
and the money is spent solely on military 
procurement. In addition, the CDU’s leader 
Friedrich Merz, has indicated that he will 
only allow as many members of his party 
to vote for the draft law as to allow it to 
achieve the two-thirds majority, meaning 
that everyone in the ruling coalition must 
vote in the affirmative.9
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HOW WILL THE EXTRA 
MONEY BE SPENT? 
But what will the extra money mean for 
the Bundeswehr? It will certainly be the 
cash injection it needs, according to the 
authors of the blog post, Germany’s new 
defence policy: the 100 billion Euro question, 
published by the International Institute for 
Strategic Studies (IISS) in March. The post 
says the increased funding will “allow the 
armed forces to address pressing capability 
gaps, work on readiness issues and aim to 
achieve the defence planning targets identi-
fied at the national and NATO level in 2017 
and 2018.”

If the indicated spending levels are 
sustained throughout the 2020s, it would 
effectively bankroll what Germany has 
promised its NATO partners, says the IISS, 
effectively “rebuilding the Bundeswehr after 
years of neglect into a force that can make 
a significant contribution to the defence 
of NATO territory, primarily on the 
alliance’s eastern flank, including through 
at least eight fully digitised and combat-

capable army brigades.”10 Indeed, the 
current procurement pipeline for military 
equipment (not counting research and 
development, as well as upgrades) comes 
to some €52 billion ($63 billion) which 
would, in the main, have been covered by 
existing budgetary assumptions as these 
are contracts that have already been signed 
and, in some cases, delivery has already 
begun. Examples of this equipment includes 
Boeing’s P-8A Poseidon anti-submarine 
warfare (ASW) aircraft and the Army’s 
NH90 TTH helicopter. 

However, the price tag for future 
spending to cover emerging capability gaps 
is just as daunting. Estimates to replenish 
depleted munitions stocks, of which 
Germany requires millions of tons, vary 
between €10 billion ($12bn) and €20 billion 
($24 billion). Germany has since decided to 
replace its aging Panavia Tornado fleet with 
Lockheed Martin’s F-35 Joint Strike Fighter, 
which it had earlier ruled out. 

Germany is expected to buy 35 of the 
fifth-generation stealth fighter jets at a cost 

 

of €4 billion. Schoening says the F-35 was  
selected because it is qualified to carry 
nuclear weapons and allies are keen to 
share in the burden of nuclear deterrence. 
A Foreign Military Sale (FMS) is also one 
way of speeding up the procurement 
process. After terminating the tender to 
replace its CH-53G helicopters in 2020, 
Germany has yet to announce which 
heavy-lift military helicopters will be 
selected in another major FMS project 
worth around €5 billion. Other investments 
Germany will need to make include new air 
defence systems, which could total as much 
as €10 billion ($12 billion). 

“We need tonnes of new ammunition,” 
says Schoening, reeling off a laundry list 
of items. “We need a new assault rifle 
and a missile defence system. We have 
the Patriot right now. Do we develop 
a new one or go with one available on 
the market, such as the Israeli Arrow 3 
hypersonic ballistic missile system? Because 
it is a protective system it may be easier to 
get it through politically.” Even this short 

French president Emmanual Macron and Scholz at the 
Brandenburg Gate illuminated in the national colours of Ukraine 
(Photo by Federal Government/Denzel)
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list doesn’t include large-scale projects 
such as the Future Combat Air System 
(FCAS) and Main Ground Combat System 
(MGCS), which are being jointly developed 
with France or additional investment in 
the German Navy with an additional F-126 
frigates, submarines and aircraft.11 

SUSTAINING GERMANY'S 
REARMAMENT 

However, throwing more money 
at defence procurement does not 
automatically translate into increased 
military capability – it is only an enabler. 
Germany needs to link this increased 
defence spending to wider security factors 
such as geopolitics, strategy, personnel, 
and its defence industry. At the strategic 
level, Germany should play a leading role 
in helping defend NATO’s eastern and 
northern flanks. But having underspent 
on defence for so many decades, 
defence procurement processes, which 
historically, were beset by signficiant 
delays, will also need to be reformed if 
increased defence spending is to translate 
into anything meaningful in terms of 
capabilities that are readily deployable. 

The fact is it has taken an act of Russian 
aggression in Ukraine to push the German 
government into providing the Bundeswehr 
with the resources it should have had years 
ago, and now desperately needs in order 
to fill looming capability gaps. Questions 
remain however, as to firstly, whether the 
government can rally enough support to 

German Minister of Defence, Christine Lambrecht on her first trip abroad to Lithuania 
(Photo: Bundeswehr/Tom Twardy)

pass the required legislation and secondly, 
if it goes through, how the Bundeswehr 
will sort out its priorities and make sure it 
spends the money wisely maximising value 
for money.

“Defence procurement takes a long 
time,” says Schoening. “Germany needs to 

be realistic about what is needed to bring 
people together politically to deliver on 
this for the long term. If we get a long war 
in Ukraine or if it stops in eight weeks, we 
can’t stop with our rearmament. The train 
has already left the station.” n

 

ABOUT THE AUTHOR
Peter Antill graduated from 

Staffordshire University in 1993 with a 
BA (Hons) in International Relations and 
gained an MSc Strategic Studies from 
Aberystwyth in 1995 and a PGCE (Post-
Compulsory Education) from Oxford 
Brookes in 2005. He worked at Cranfield 
University at Shrivenham from June 2009 to 
2019, creating a defence acquisition body 
of knowledge. His interest lies in defence 
procurement and logistics within the realm 
of military history.

Procurement -German Defence BudgetAHNEW.indd   15Procurement -German Defence BudgetAHNEW.indd   15 30/05/2022   10:1130/05/2022   10:11



ADVERTS PAGE.indd   16ADVERTS PAGE.indd   16 27/05/2022   20:0927/05/2022   20:09



Defence Procurement International - Q2 2022

17

procurement

Photo caption: Hensoldt's 'Kalaetron Attack' provides the basis for new electronic warfare 

capabilities of the Eurofighter (Photo by Hensoldt AG – Stefan Petersen)

re-equipping 
gERMANY'S
ARMED FORCES

How is Germany’s rearmament and increased defence spending likely to impact the 
local defence industry? We spoke with Hensoldt, a leading optronics, radar and sensor 
specialist based in Munich.

By Anita Hawser 

When chancellor Olaf Scholz 
made his historic speech to 
the German parliament on 

27 February announcing that the country 
would increase defence spending to more 
than 2% of GDP and that a special €100 

billion fund for military procurement 
would be set up. Defence and security 
electronics specialist, Hensoldt, greeted 
it with a little more caution than most.  

“In Germany, defence procurement 
has been suffering for the last 10 to 15 

years,” says Joachim Schranzhofer, Head of 
Communications at Hensoldt, which was 
carved out of Airbus in 2017. “There has 
been only limited defence procurement in 
Germany, even for critical elements crucial 
for operational readiness. At the same 
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time, there has been an increasingly strict 
export control regime, which makes life a 
lot more difficult.”

He says most of the initial focus, from 
a procurement perspective, will be on 
plugging the gaps in the German armed 
forces in areas such as maintenance 
and spare parts. “Manufacturers of 
ammunition will probably be the first to 
benefit from increased defence spending, 
as well as makers of clothing, helmets 
and boots,” he says. “The German 
Armed Forces deployed in the Baltics 
last winter, didn’t even have sufficiently 
warm clothing.” According to figures 
from the planning department in Berlin, 
Schranzhofer says the overall need from 
the German armed forces for medium-
calibre, artillery, tank ammunition and 
missiles, is worth some €20 billion alone.

“At the moment, the German Navy 
has one load of missiles for each ship,” he 
says. “Germany has relied heavily on its 
NATO membership and very much on the 
US. We became a little bit complacent. 
There was a preliminary wake-up call 
with Donald Trump who threatened the 
existence of NATO. But as soon as Biden 
became president, everybody went to 
sleep again.”

Hensoldt may ultimately benefit 
from the country’s rearmament and 
increased defence spending, but the €100 
billion Scholz announced for military 
procurement will be spent on long-term 
projects over the next five years. A huge 
chunk of change — €4 billion to be exact 
—will be spent on acquiring the F-35 

fifth-generation fighter jets to replace 
Germany’s aging Panavia Tornado aircraft. 
The F-35s will fulfil a nuclear deterrence 
role, while 15 Eurofighter Typhoons in the 
Electronic Combat Role variant will be 
ordered to equip the Luftwaffe. That could 
see some work flowing to the Munich-
based company which is 25% owned by the 
German government. In April, Hensoldt 
unveiled a jammer specifically designed 
to protect Western fighter jets against 
Russian air defence systems.

Hensoldt is also part of the EuroDASS 
(Defensive Aids Sub System) consortium, 
responsible for delivering core 
components of the Eurofighter/Typhoon’s 
self-protection system ‘PRAETORIAN,’ 
which provides enhanced protection 
against Russia’s S400 anti-aircraft system. 
The company is also the prime contractor 
and lead system integrator for the 
Persistent German Airborne Surveillance 
System, or Pegasus project, which will see 
Germany acquire a new strategic airborne 
signals intelligence (SIGINT) capability 
based on a fleet of modified Bombardier 
Global 6000 business jets.

Schranzhofer says its competitive 
product portfolio is what has kept the 
company going in the last decade when 
German defence procurement slowed. 
“It’s allowed us to sell sensors to NATO 
countries, or countries with NATO 
equivalent status, such as Australia, Japan, 
and Canada,” he says. However, Germany’s 
strict export control regime has impacted 
the sale of sensors and radars to countries 
in the Middle East. 

But given this paradigm shift in the 
German defence market, what does 
the future hold for companies like 
Hensoldt? “For us, things are likely to 
pick up more in the medium term,” says 
Schranzhofer, reeling off a list of projects 
in the pipeline, including upgrading 
howitzers with new optronics, new ships 
and corvettes for the German Navy, 
which will need to be fitted with radars. 
Hensoldt is equipping the German-
Norwegian submarine project U212 CD 
with a fully digital sensor suite. 

There is enough stuff to keep the 
radar and sensor specialist busy, but with 
Germany increasing the money flowing 
into its defence coffers, it is now a magnet 
for some of the big US defence primes. 
“The rest of the world now sees Germany 
as the land of milk and honey,” observes 
Schranzhofer. “There is a lot of money 
around. At the same time, we’ll have 
to see what will happen in the export 
domain. There needs to be a paradigm 
shift there, but that will take more time.”

While we are on the topic of money, the 
German parliament has yet to approve a 
law that will embed the special €100 billion 
fund for defence procurement announced 
by Scholz, in Germany‘s constitution. 
“We hope the law will be passed before 
the summer break,” says Schranzhofer. 
“That’s why we’re still a little bit cautious. 
On 27 February right after Scholz spoke, 
the chief of German arms procurement 
was in full war mode, but at one point the 
bureaucrats took over. They could still 
slow the momentum.” n

Hensoldt and Thales will equip a sensor suite 
on the German Navy’ future F126 frigates
(Credit: Damen Naval)
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A Dutch-German Air and Missile Defence Task Force deployed Patriot 
surface-to-air missile systems near Silac Air base, Slovakia, in April 
to reinforce capabilities in NATO's east, following Russia's invasion of 
Ukraine. (Photo: Gregory Freni, Mediacentrum Defensie )

The EU has woken up to the fact that it needs to get its own defence 
and security in order. Its Strategic Compass sets out a roadmap for 
how to do that. But critics say a clear implementation plan is lack-
ing, and ask why there aren't explicit targets for increasing national 
and EU defence spending?  
By Tayfun Ozberk

A paradigm shift IN

security?
EU
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While the security of the 
European continent was 
ensured by NATO in the 

political system formed after World War 
II, Russia's annexation of Crimea and 
strains within the alliance caused by the 
shifting sands of US foreign policy, have 
pushed EU self-defence to the forefront.

Different US administrations criticised 
EU member states for failing to meet the 
NATO 2% of GDP spending target. The 
most vocal criticism came from former US 
President Donald Trump, who described 
NATO as 'obsolete' in a memorable 
speech he gave at the new NATO 
headquarters in Brussels on 25 May 2017, 
soon after he was elected. 

The speech sent shockwaves throughout 
NATO as it dawned on the alliance and EU 
countries that US military aid and support 
was far from guaranteed. The war between 
Russia and Ukraine, which began while this 
issue was still on the agenda, shows that 
Europe's defence and security concerns are 
warranted and have created a consensus 
for expanding the EU's defence efforts. 

EU STRATEGIC COMPASS
The Strategic Compass, which defines 

the principles that will govern the 
European Union's defence and security 
policy, was agreed at a meeting of EU 
defence ministers held in Brussels on 
March 21, 2022. It presents the European 

Union (EU) with an ambitious plan of 
action for boosting its security and 
military strategy by 2030, emphasizing the 
importance of investing in defense tactics 
while preserving the EU's autonomy, 
values and interests.

The document illustrates a paradigm 
shift in EU security. For the first time, the 
declaration mentions that the world has 
formally evolved from a unipolar system 
led by the US, to a multipolar system and 
that competition among the great powers 
has begun. The text makes clear that the 
EU must have hard power to protect its 
rights and interests in this conflict and 
provides a roadmap and concrete steps for 
the capabilities to be acquired.
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The Strategic Compass commits 
member states to specific priority actions 
in four areas: 
• Rapid and robust action in the event of 
a crisis outbreak, with partners if possible, 
alone if necessary 
• Securing access to strategic areas by 
enhancing EU intelligence capabilities and 
creating the EU Hybrid Toolbox
• Coordinated and increased investment 
in defence capabilities and innovative 
military technologies 
• Strengthening strategic partnerships at 
the international, regional and bilateral 
levels through the establishment of the EU 
Security and Defence Partnership Forum.

The following are the most important 
aspects of the Strategic Compass in terms 
of expanding defence capabilities:
• Establishing a strong EU Rapid 
Deployment Capacity (EU RDC) of up to 
5,000 troops for different types of crises
• Being ready to deploy 200 fully equipped 
Common Security and Defence Policy 
(CSDP) mission experts within 30 days, 
including in complex environments
• Enhancing military mobility
• Reinforcing the EU's civilian and 
military CSDP missions and operations 
by promoting a rapid and more flexible 

decision-making process, acting in a more 
robust way and ensuring greater financial 
solidarity.

Lucia Retter, a research leader at the 
RAND Corporation In Washington, says 
the EU’s deeper involvement in matters 
of defence and security is intended to 
be in ways that are complementary, not 
duplicative of NATO.

In fact, the Strategic Compass expressly 
recognises NATO as the “foundation of 
collective defence for [EU] members,” 
she says, "and sees the strengthening of 
EU defence capabilities (including rapid 
response capabilities) as a means to build 
a stronger transatlantic partner to the 
US and Canada in matters of defence 
and security." Building on the Joint 
Declarations on cooperation between the 
EU and NATO (2016 and 2018), Retter 
says the Strategic Compass anticipates all 
measures proposed in it be implemented 
in ways that do not duplicate NATO’s 
activities.

So where could the lines of separation 
between the EU RDC and NATO be 
drawn? With NATO focusing primarily 
on operations in the realm of collective 
defence, Retter says the EU RDC, at 
least initially, could focus on “rescue and 
evacuation operations and initial phases 

of stabilisation operations.” The latter 
could be particularly relevant in areas 
that are of geostrategic interest to the 
EU —but not necessarily to NATO, for 
example the Sahel, Horn of Africa, Eastern 
Mediterranean, and others.

“However, it is realistic to conceive 
of scenarios in which an EU Rapid 
Deployment Capacity would be called 
upon to intervene where a NATO Very 
High Readiness Joint Task Force would 
not and vice versa,” she explains, adding 
that it is misleading to see the two (EU 
RDC and NATO's VJTF) rapid deployment 
capabilities as necessarily in competition 
with each other.

PESCO AND INCREASED 
DEFENCE BUDGETS 

Given the lessons learned from the 
Russia-Ukraine war, the key factor 
in meeting the EU's security needs 
is PESCO (Permanent Structured 
Cooperation), part of the EU's CSDP in 
which 25 of the 27 national armed forces 
seek structural integration. 

PESCO, which is based on Article 42.6 
and Protocol 10 of the EU Treaty, was 
first initiated in 2017. The first integration 
under the PESCO format is a series of 
projects that commenced in 2018.

(Photo: Gregory Freni, Mediacentrum Defensie )
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Strategic Air Transport for Outsized 
Cargo (SATOC)

• The project will fill the critical shortfall for 
Strategic Air Transport for Outsized Cargo
• It follows a gradual approach to develop 
a European solution for the transport 
of outsized and heavy cargo starting by 
harmonising requirements

Next Generation Small RPAS (NGSR) • This project aims to develop the next
generation of tactical Unmanned Aircraft 
Systems
• The design characteristics and expected 
performance provide a potential use for 
tactical Army units, Maritime and Air 
domain and dual-use (law enforcement, 
disaster/emergency services)

Defence of Space Assets (DOSA) • The project will increase the EU’s
operational efficiency in the space domain
• It will make the best use of current and 
future space assets through cross-cutting 
space functions of access, passive defence 
and operational efficiency through training

Cyber Rapid Response Teams and Mutual 
Assistance in Cyber Security (CRRT)

• The project will allow EU member states 
to help each other to ensure a higher level 
of cyber resilience and collectively respond 
to cyber incidents
• CRRTs could be used to assist other 
member states, EU institutions, CSDP 
operations and partners
• The teams will be equipped with  
deployable cyber toolkits designed and 
developed together to detect, recognise 
and mitigate cyber threats

Chemical, biologıcal, radiological and 
nuclear (CBRN) as a Service

• This project will establish a persistent
and distributed manned-unmanned
sensor network consisting of Unmanned
Aerial System and Unmanned Ground
Systems
• They will provide a recognized CBRN
picture to augment existing common
operational pictures used for EU
missions and operations

PROJECT NAME PROJECT DEFINITION REASON

The PESCO projects that stand out as the most critical to address the requirements in the EU Strategic 
Compass document can be defined as follows: 

Russia's threats to NATO of a tactical 
nuclear attack showed that nuclear war 
was always on the table for Russia. Thus, 
preparedness for a possible nuclear 
attack is paramount.

Protecting critical infrastructure and 
facilities from cyberattacks has become 
one of the most important objectives 
of modern warfare. The ability to 
conduct network-centric warfare and 
maintain that capability throughout 
the engagement is a pre-requisite for 
achieving desired objectives. For this 
reason, in addition to cyber attack 
capability, cyber attack protection 
capability is a complementary factor.

Space is considered a new battlefield 
domain. In addition to hard power 
support, space resources will be critical 
in future wars. In addition, Starlink 
satellites provided Ukraine with 
continuous connectivity to the internet, 
which was a useful application to prevent 
Russian propaganda during the war.

The outstanding performance of the 
Turkish-made TB2 UAVs during the 
Russian-Ukraine war demonstrated 
the effectiveness of drones on the real 
battlefield and proved that drone warfare 
will be integrated into all future battles.

The EU's ability to deploy its rapid 
reaction force to the crisis area with 
its own assets is critical to strategic 
autonomy. Therefore, it is essential to 
increase airlift capabilities.
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   The more hostile security environment 
requires the EU to take a quantum leap 
forward and increase its capacity and 
readiness to act, strengthen resilience, 
and invest more and better in defence 
capabilities.

Since the war in Ukraine began, 
numerous EU countries, including 
Germany, Poland, and Italy, increased 
their defence spending. Germany 
reversed decades of underspending on 
defence by promising to spend more 
than 2% of its GDP on defence each 
year, while allocating a special fund of 
€100 billion euros for weaponry in the 
new period. Italy, on the other hand, 
spent €24.4 billion (approximately 1.5% 
of GDP) on defence in 2021, and has 
pledged to raise its defence budget to 
2% of GDP in the new era. Warsaw 
has chosen to purchase MQ-9 Reaper 
unmanned aerial vehicles.

Commenting on the potential impact of 
the EU’s new defence policy on EU-NATO 
relations, Assistant Professor Caglar Kurc 
of Turkey’s Abdullah Gul University, who 
studies international relations and security, 
says the EU’s attempts to increase its 
military capabilities could decrease the 
burden on the US, while increasing the 
EU’s strategic autonomy vis-a-vis the 
United States. 

“Non-EU member states, such as 
the UK and Norway, could welcome 
this initiative,” he explains. “These 
countries could also benefit from the 
rearmament process as their companies 
could participate in joint procurement 
programmes. In the end, I see the EU’s 
rearmament program as complementary 
to NATO capabilities.”

Kurc also touched on the accelerating 
effects of the Ukraine war on this policy, 
saying that it could galvanize rearmament 
programmes, encourage an increase in 
military spending and facilitate cooperation 
among European defence companies. 
“We are already observing its effects on 
national security policies,” he added. 

A CLEAR IMPLEMENTATION 
PLAN IS NEEDED

Retter states that the EU’s Strategic 
Compass articulates a need for a 
“quantum leap in the EU’s capacity and 
willingness to act” to restore peace on 
the continent, build resilience and provide 
mutual assistance. 

“It builds on the ambitions expressed in 
the EU’s 2016 Global Strategy, but with a 
greater sense of urgency created in large 
part by the Russian war against Ukraine,” 
she says. But one of its principal challenges 
lies in its timing. “The vast majority of 
the preparatory work and drafting was 
completed before the Russian invasion 
into Ukraine began on 24 February 2022,” 
she says.

While much of the framing has been 
updated to reflect the new security 
and threat environment in Europe, the 
proposed actions and implementation 
steps seem somewhat piecemeal vis-à-vis 
the expressed ambition and thus do not 
fully match up to the requirements created 
by the changing threat environment. 

For example, Retter says there is no 
explicit target for increasing EU member 
states’ national defence spending and EU 
funding for defence and a relatively limited 
focus on development of new combat 
capabilities. “There is also no detailed 

allocation of roles and responsibilities 
for the implementation of the various 
measures proposed. The proposed 
implementation measures are thus all 
relatively sound in principle, but their 
true potential will only be realised with a 
clear implementation plan with assigned 
resources and responsibilities.”

It is precisely in the detail of how 
these measures should be implemented, 
where there are likely to be the 
greatest disagreements among member 
states, says Retter, for example about 
workshare, specific design, architecture 
and other aspects – presenting another 
potential challenge to the success of the 
Strategic Compass.  

Its strongest feature is undoubtedly 
the political will that underlies it, 
strengthened by the immediate and 
existential threat, and its goal to make 
the EU a stronger and more capable 
security provider. At a time when war has 
returned to Europe, following Russia’s 
attack on Ukraine, and major geopolitical 
upheavals have taken place, it is crucial for 
the EU to protect itself. 

In a struggle of great powers, the 
EU’s ability to protect its rights and 
interests depends on having hard power 
in addition to economic power. With the 
EU’s Strategic Compass, it has declared 
its political determination and strategy 
to become a hard power. This, however, 
depends on the performance and 
determination of the member states to 
achieve the objectives of the roadmap. n

ABOUT THE AUTHOR
Tayfun Ozberk is a former naval 

officer and defence analyst based in Turkey.

A European Medium-Altitude Long Endurance (MALE) RPAS 
is expected to be operational by 2025 (Photo: EDA )
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Four months on, and many will draw their own conclusions from the ongoing war in 
Ukraine. But from our conversations with defence analysts, military strategy and 
intelligence experts, we’ve identified six key lessons from the battlefields of Ukraine.  

By Anita Hawser

ukraineukraine
lessons

Ukrainian soldiers with howitzers 
(Photo by Ukrainian MoD)

from
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For much of the war in Ukraine, 
media attention has focused on 
the supply of materiel – everything 

from ‘kamikaze’ drones and howitzers, 
to Claymore anti-personnel mines and 
counter-artillery radars —pouring into 
Ukraine from the US, UK, the EU and 
Central and Eastern Europe. 

Scott Boston, a senior defence analyst at 
the RAND Corporation, whose research 
focuses on land warfare, with particular 
emphasis on Russian military capabilities, 
says the force Russia initially sent into 
Ukraine is essentially every major land 
unit formation, representative of its entire 
force. “It does look like a handful of the 
most modern vehicles – like T-90M for 
example – have not gone to Ukraine or 
at least have not been seen there to my 

knowledge. But just about everything else 
is there.” 

Most of Russia’s land vehicle fleet 
consists of modernised versions of Soviet-
designed vehicles, says Boston, with some 
new-build vehicles (BMD-4M airborne 
combat vehicles) being one example. But 
for the most part the typical main battle 
tank is a T-72B with upgrades. “A great 
many of their infantry fighting vehicles are 
not nearly so modern,” Boston adds, “and 
some of the units operate vehicles like the 
T-72AV and BMP-1 that were obsolete 
before the end of the 1980s. Many of the 
support vehicles are 1980s or older.”

 Ukraine’s level of vehicle modernisation 
is similarly mixed, he says, but they hadn’t 
quite managed to keep pace with Russia in 
hardware. “They’ve spent a lot less money 

than Russia on their military, both in total 
and on a per soldier basis. They have 
some designs like the Oplot main battle 
tank that look pretty good on paper, and 
they have their own missile programmes, 
including ATGMs, that seem to have 
performed fairly well. We have almost no 
footage of Javelin in use, but there are a lot 
of Stugna-P videos out there.” 

Ukraine and Russia are far from 
equally matched when it comes to 
military equipment and hardware, but 
while Russia would appear to have the 
upperhand, why hasn't it managed to 
dominate the battlespace and take key 
cities such as Kyiv and Kharkiv? Our first 
lesson perhaps gives us a clue as to why 
the Russian invasion, at least in the early 
phases, faltered. 
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Corps, is that the human domain is still 
fundamentally important. “People are 
studying the technical platforms, but they 
should also be looking at the Ukrainians. 
Everybody underestimated them. The 
Ukrainians are willing to fight to the death. 
They have a great will to resist. We [the 
West] need to get some of that ability to 
project power through people.”  

Be prepared to do 
combined arms fire 
and manoeuvre 
against hybrid 
adversaries.  

Ukrainian armed forces are more highly 
motivated and united than their Russian 
counterparts. But it is not just people that 
Ukraine has going for it. Its novel use of 
anti-tank missiles and UAVs against Russian 
armour, especiallly in the first phase of the 
war, slowed Russian forces advances on 
cities such as Kyiv.  “NLAWs and Javelins 
are less expensive than a tank," observes 
LTC David. "What are you going to buy, 
100 Javelins or a tank? I’ll go for 100 
Javelins and take my chances.”

But the biggest surprise, says Johnson, 
is the absence of combined arms 
manoeuvring by the Russians. “They were 
the progenitors of this in the 1930s.” But 
it seems Russian forces in Ukraine have 
encountered the same problems as Israeli 
Defence Forces in the Second Lebanon 
War when they went up against hybrid 
adversaries like Hezbollah (see page 35). 
Hezbollah used stand-off fires (ATGMs, 
MANPADs, UAVs), to great effect. “One 
of the big lessons for Russia is that these 
kinds of niche capabilities in the hands of 
competent adversaries can be complicated 
for an army not prepared to do combined 
arms. How do you enable that closure 
in fights? You can’t use helicopters as 

The human domain 
is just as important 
as the kinetic one. 

Military hardware obviously plays a 
role in terms of strategic and tactical 
advantage. But going into the war everyone 
assumed that because Russian forces 
would easily destroy Ukrainian resistance. 
David Johnson, a principal researcher at 
the RAND Corporation, says some of 
the Russian systems are formidable, not 
just on paper. "But how do you execute 
sophisticated tactical operations without a 
professional military?” 

Historically, the Russian Army has 
relied mostly on conscripts, although 
efforts have been made in recent years 
to ‘professionalise’ its forces, by offering 
contracts to soldiers. However, Marek 
N. Posard and Khrystyna Holynska, 
from RAND Corporation and authors 
of the March 2022 commentary, Russia’s 
Problems With Military Professionalization, 
say “apparent failures among the Russian 
rank and file suggest [it] has underlying 
problems in its efforts to professionalise 
its force structure.” They say even Russian 
military scholars have drawn the same 
conclusions. If only Russia had spent more 
time, and money, on people, as well as 
equipment.

“There is an inability on the part of 
Russian soldiers to take the initiative 
and make decisions on their own in 
real time to adapt to the nature of the 
conflict,” observes Jeffrey Triestman, an 
Assistant Professor of National Security 
at the University of New Haven’s Henry 
C. Lee College of Criminal Justice and 
Forensic Sciences. “They’ve had to rely on 
outdated command chains.”

What the war in Ukraine shows, 
says Lt. Col. Arnel David, a US Army 
Strategist at NATO Allied Rapid Reaction 

Overestimating your 
enemy’s capabilities 
can be expensive, 
underestimating 

them can be fatal.
 

   On average, Boston rates Russian 
vehicles as more capable than Ukrainian 
ones, with the T-72B3 obr. 2016, which 
includes reactive armour, probably 
overmatching Ukraine’s T-64BM Bulat in 
most respects. 

However, Russian losses have still been 
high, says Boston, despite any technical 
advantages they may have had. Why? 
Because their forces have been poorly 
employed, says Boston. While a lot of 
Russian military hardware (air defence, 
MLRS, artillery, aircraft) look impressive 
on paper, it doesn’t add up too much if 
you are lacking in other areas. “No one 
was expecting the incompetency with 
which Russian forces have conducted 
themselves,” says Mick Ryan, a retired 
Australian Army Major General, military 
strategist, and author. “The military 
incompetence started from some bad 
assumptions they made in their initial 
strategy. They thought that [their invasion 
of Ukraine] would be quick and they didn’t 
count on the West responding in the way 
that it has.” 

Ryan says Russian capabilities are still 
advanced, especially when you look at 
some of the ground they appear to have 
captured in the east of Ukraine. “As an 
adversary, they’ve shown themselves to 
be not as competent as we thought, but 
still extraordinarily dangerous if you don’t 
have the right capabilities to resist them.” 
In the end, he says it is probably better 
to over-estimate an adversary, than 
underestimate them. “Over estimation 
is expensive,” he explains, “but under 
estimation can be fatal.”  

2.2.

3.3.

1.1.
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MANPADs eat them alive,” says Johnson.
Sean McFate, a Senior Fellow at 

the Atlantic Council, a professor at 
Georgetown University, and an adviser 
to Oxford University’s Centre for 
Technology and Global Affairs, says there 
is no substitute for warrior courage, 
pointing to the bravery of Ukrainians 
soldiers sneaking up on Russian tanks. 
“But we tend to give more credit to 
the equipment, not to people using it 
correctly. The best way for Russia to deal 
with this [threat], is not more conscripts, 
but to get a guerrilla force of its own.” 

Don't write the tank 
off, just yet.  

According to the Oryx 
Blog, as at May 12, Russia 

had lost more than 660 tanks (381 were 
destroyed or damaged and the remainder 
were abandoned or captured). It lost many 
more IFVs (432 destroyed or damaged, 
says Oryx) as well as trucks, vehicles and 
jeeps. So what does the war in Ukraine 
tell us about the role of tanks in modern 
warfare? "McFate, thinks it might. Others 
are not so convinced. 

Johnson says the tank is extremely 
useful if infantry do combined arms. 
“There's no replacement for the tank’s 
precise firepower.” He says he is not 
averse to technology change – loitering 
munitions, use of UAVs — but the 
problem with robots, he says, is that they 
become “big, gigantic targets emitting 
electronic signals” on the battlefield. 
“It’s about understanding this new 
electromagnetic environment you’re in – 
Switchblade and its ability to find you and 
destroy a vehicle with a top attack. But 
don’t be seen in the first place.” 

Ryan says the death of the tank is a lazy 
narrative. “We haven’t seen the death of 
air forces because of the poor performance 
of the Russian Air Force. There is a serious 
anti-tank mafia out there in different 
countries. Tanks have always had their 
weaknesses, but if used cleverly in combined 
arms teams they are extraordinarily 

precise and discriminating, and also highly 
protected. They are also centres of modern 
digital command systems.”  

Win the information war. 

You may never have 
perfect information, 
particulalrly in the fog of 

war.  But LTC David says Ukraine seems 
to have mastered the information space by 
creating stories, which have made people 
empathise with them. In the Information 
Age, information is power, says McFate. 
“Ukrainians are using memes and tweets 
like weapons, to rally people around their 
cause. These are the new rules of war.”

It is not just Ukraine that has mastered 
the power of controlling the narrative. 
‘The US intelligence community have also 
performed well in this war,” says Ryan. 
“They’ve been pre-emptive, picked up false 
flag attacks, and used intelligence at the 
strategic level to change the calculus. The 
intelligence community have become more 
open about their assessments. I didn’t 
expect to see that degree of openness.” 

Ukrainian President Volodymyr 
Zelenskyy and his government have used 
their influence, says Ryan, not just to unify 
his own people, but also huge parts of 
the West behind his government which 
has resulted in an unprecedented level 
of economic sanctions against Russia 
and military aid for Ukraine. Ryan says 
people describe Zelenskyy as some sort of 
Churchillian figure, because of the way he’s 
been able to rally NATO and the US. 

War is about 
logistics and supply. 

One of the many 
images that characterised the first stages 
of the war in Ukraine, was the long convoy 
of Russian vehicles, tanks and artillery, 
on a main road that runs into Kyiv. The 
convoy was forced to halt its advance 
on the Ukrainian capital, due largely to 
logistical problems, as well as unexpected 
Ukrainian resistance, and low morale 
among Russian forces. “The old maxim 
that war is about logistics, still holds true,” 
says Henry Wilkinson, Chief Intelligence 
Officer at Dragonfly Intelligence. “If you 
don’t have a [well-functioning] supply 
chain, you have a real problem.”

While it is difficult to get an accurate 
picture of what is going on inside 
Russia, Wilkinson says a combination of 
economic sanctions, global shortages of 
semiconductors and other components, 
could be taking their toll on Russia’s ability 
to sustain the war in Ukraine. “There 
are anecdotal reports of Russia running 
out of precision munitions and having to 
use dumb bombs,” he says, “and having 
to use scrap metal from other products. 
Warfighting is a complex system. All 
parts need to work together. But a lot 
of valuable Russian equipment is being 
degraded in the battle space, far more 
than it needed to." 

Ukraine also has supply issues. It is 
desperate for more tanks, which suggests 
they may have lost a lot of them or didn’t 
have nearly as many as initially thought. 
They also have a shortfall in long-range 
artillery, and are heavily reliant on the 
West’s defence industrial base to meet 
their equipment needs. While lthe 
US,the biggest donor of military aid 
to Ukraine, can dip into its equipment 
reserves, Wilkinson says that could leave 
the US vulnerable if, for example, China 
was to invade Taiwan. "But the bigger 
question," he says, "is how is Russia likely 
to sustain the conflict as it cannot rely 
on a constant supply of materiel like 
Ukraine?"  n

4.4.

5.5.
6.6.

Information is power. 
Ukrainians are using memes 
and tweets like weapons, 
to rally people around their 
cause. These are the new 
rules of war.
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Digitalisation of Mortar Systems
Hirtenberger Defence Systems is a worldwide active developer, manufacturer and 
provider of mortar systems. The product range, consisting of mortar ammunition, 
weapon systems, auxiliary field equipment, aiming and sighting systems and solutions for 
the digitization of mortar systems illustrates the variety of technologies and know-how.

Hirtenberger 81mm M8 System with MDASHirtenberger 81mm M8 System with MDAS  
(Mortar Digital Aiming System)(Mortar Digital Aiming System)

The conduct of battle has always been determined by 
the factors of forces, space and time. The challenge of 
future battles in the context of national and alliance 

defence are similarly challenging for many modern armed forces 
and are presented as follows: In principle, a fight against a peer 
opponent must be assumed. Furthermore, based on experience 
from the Ukraine conflict, it must be assumed that wars or 
conflicts can arise without long warning times. The reality for 
the commander is likely to be as follows:

• Overstretched spaces must be held or taken with the 
limited strength and resources available

• Operations are conducted on a “glass battlefield.” Receiving 
information, reliable transmission and the processing of all 
incoming data is therefore of crucial importance

• Digitisation of the battlefield requires good 
Communications, Command and Control (C2) systems, and 
Battle Management Systems (BMS), and requires redundancy 
in the event of disruptions. In view of the austerity measures 
taken by many armed forces, due to Covid-19, modernisation 
projects, and maintaining operational readiness, this can only 
succeed if, in addition to weapons effectiveness, systems are 
efficient.
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REQUIREMENTS FOR FUTURE MORTAR 
SYSTEMS 
   Infantry mortar fire support plays an important role in such 
scenarios as they can be deployed quickly, with comparatively 
small forces, a small logistical footprint, and can quickly cover large 
areas. However, in order to make this contribution to combat op-
erations, future mortar systems must meet several criteria. Surviv-
ability, speed of action and the ability to integrate into the digital 
battle space must be significantly improved in many armed forces. 

Additionally, it is also important to increase the effectiveness of 
the weapon systems - in terms of accuracy, range - and to simplify 
the training of operators. Since the requirements described 
already exist today due to ongoing operations, there is not much 
time left for the development of new systems with inherent risks 
due to the development of such systems, which are sometimes 
difficult to control, throughout the entire development phase until 
they are ready for use.

SYSTEMS READY FOR 
USE TO INCREASE THE 
COMBAT EFFECTIVE-
NESS OF MORTARS

Hirtenberger Defense Systems 
(HDS) manufactures cost-
efficient mortar systems, that will 
increase combat effectiveness. 
These systems are provided in all 
common NATO calibres.

GRID AIMING MODE - 
GRAM

Hirtenberger introduced the 
GRAM electronic aiming device 
to the market in 2017. It now 
has additional functions. This 
device is scalable and increases 
the combat effectiveness of 
all common 60 mm mortars, 
including the commando mortar 
variant. With a weight of only 
900 g, the GRAM system 
combines several sensors for 
determining the position of the 
barrel in space and has a wireless 
interface for communication with 
the fire control computer.

Attached to the barrel by 
means of a clamp, the integrated 
position sensors enable the 
lateral and vertical inclination 
of the barrel to be determined 

more precisely than classic levels. GRAM allows 60 mm mortars 
to be aimed and fired digitally, this enables fire orders to be 
executed quickly, as orders are transmitted seamlessly from the 
observer to the mortar using radio data transmission, negating 
errors in voice transmission. 

The potential of GRAM is not exhausted as the use of the 
weapon no longer depends on visually aligning the mortar and 
target, other methods of using the system are also conceivable. 
The use of the commando mortar, in conjunction with the GRAM, 
is no longer limited to direct aiming. with the electronic aiming 
device, a commando mortar can fire indirectly from behind cover 
and as precisely as a 60 mm bipod mortar. The digitisation of 
mortar systems is achieved  by connecting to existing fire control, 
command and weapon deployment systems via standardised 
interfaces. This means that the mortar can be used not only with 
battle management systems, but also with simulation systems to 
process trainers based on VBS.

Hirtenberger 60mm M6 C Commando Mortar System with GRAM System (GRid Aiming Mode)
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is ready for serial production and is currently being tested in a 
Central European country.
The concept behind MDAS offers several advantages:

• It works independently of the weapon system and can increase 
the combat value of the mortar systems in use as a retrofit, 
and therefore integrate the mortar systems into the BMS. This 
simplifies both the management and the use of the systems.

• Furthermore, digitisation enables a significantly faster 
transmission of target information than voice. Depending on 
the stability of the data connection, transmission errors are 
eliminated, and this allows faster target engagement. MDAS 
simplifies the tasks of the fire unit, aiming with a digital display 
is easier to learn and operate in comparison to a conventional 
optic sight. As a result, training is easier and faster, and the unit 
size required for firing can be reduced. The freed-up personnel, 
who are still required to transport the weapon system for combat 
purposes, can then be used for other tasks.

Using MDAS independently of the navigation system also allows 
it to be used in a scenario determined by electronic combat. MDAS 
allows the mortar, where necessary and appropriate, to continue to 
be used in the conventional manner with sight and aiming posts. n

To equip Android-based smartphones, Hirtenberger has 
developed a GRAM app, which expands the Android device 
into a complete fire control computer and makes the overall 
system even more cost-efficient, as there is no need to purchase 
additional IT hardware. Communication with the GRAM takes 
place via a Bluetooth connection, the target data can also be 
transferred directly from the target locating device to the app via 
Bluetooth at close range, if this connection is not available data 
entry can be done manually.

MORTAR DIGITAL AIMING SOLUTION—MDAS
The MDAS is a digital aiming device for 81 mm and 120 mm 

mortars. The setting up and aiming of bipod mortars can be 
carried out using this system independently of aiming circles or 
sights and also without connections to the Global Navigation 
Satellite Systems (GNSS).

The MDAS weighs less than 12 kilograms and consists of two 
hardware components. These consist of a navigation system-
independent, gyroscope-based sensor package including a battery 
unit and a display, which is attached to the mortar in place of a 
sight and shows the orientation of the weapon system. MDAS 

Hirtenberger 120mm M12 System
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A revolution
Lessons from the Second Lebanon War with Hezbollah are 
still being learned by Israeli Defence Forces. One of the 
outcomes is a new Commando Unit, which has the tools 
and training to "change the situation on the battlefield in 
record time." 

By Arie Egozi

in military affairs
Anyone studying the war in 

Ukraine is likely to recognize 
the uncanny parallels between 

the tactics used by Ukrainian forces and 
those used by hybrid adversaries like 
Hezbollah against Israeli Defence Forces  
(IDF) in the 2006 Lebanon War, otherwise 
known as the Second Lebanon War. 

The use of anti-tank guided missiles, 

IDF soldiers in Southern Israel along the Gaza border (Photo: IDF)
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man-portable air defence systems 
(MANPADS) and unmanned aerial vehicles 
by Ukrainian Armed Forces almost reads 
like the playbook of Hezbollah, whose 
stand-off fires caused significant problems 
for the IDF during the war in Lebanon, 
which ran from July 12 to August 14, 2006. 

“Despite its significant quantitative and 
qualitative edge, the IDF not only failed 
to vanquish Hezbollah, but also failed to 
halt Hezbollah-launched rocket fire into 
Israel, which continued until the last day 
of the war,” David Johnson, a principal 
researcher at RAND Corporation in 
Washington wrote in a 2012 report, Hard 
Fighting: Israel in Lebanon and Gaza.

After years of focusing on low-intensity 
combat operations in Gaza and the 
West Bank, Johnson maintains the IDF, 
specifically the Israeli Army, was ill-
prepared for the challenges posed by 
Hezbollah. In the aftermath of the 2006 
war, the IDF went “back to  basics,” he 
explains, drawing up a new defence plan 
that emphasized training ground forces 
extensively in high-intensity conflict skills, 
particularly combined-arms fire and 
manoeuvre tactics. 

Only four years later, in 2011, did the 
then-Chief of the General Staff,  Lt. Gen. 
Benny Gantz decide to set up a Depth 
Command subordinate to the Chief of 
General Staff and operated by the General 
Command. The Depth Command was 
charged with developing the knowledge 
to carry out special ops and to develop 
significant manoeuvering capabilities 
deep behind enemy lines. Since then, 
the Command has worked to develop 
operational capabilities for special ops, 
including operational plans, training 
and exercises, and the construction of 
a system of command and control and 
combat assistance for such operations. 

At the same time, the Depth Command 
is working to develop manoeuvre 
capabilities by ground incursion, aerial 
or naval flanking. The Command holds 
various exercises to develop command 
and control fitness for operations deep 
in enemy territory. It is dubbed "the 
war between wars," which refers to the 
ongoing fighting with so-called terrorist 
organizations in Gaza and Lebanon. The 
IDF has to prepare for this type of war, 
which is erupting every few months at 

In fact, the lessons from the Second 
Lebanon War are still being implemented 
in the IDF to this day. A large number of 
reports have been written about the war 
and many recommendations presented 
by different individuals and organizations. 
The objective of the war was to return 
tranquility to the citizens of northern Israel 
by ceasing Hezbollah rocket fire, as well as 
securing the release of two Israeli soldiers 
kidnapped by Hezbollah on July 12, 2006.

THE NEED FOR A UNIQUE 
BATTALION

But to judge the real effect you have 
to look closely at what the IDF has 
done. According to research published 
by Gabi Siboni, a senior researcher at 
the Israeli Institute for National Security 
Studies (INSS), two major lessons were 
assimilated by the IDF from the war. The 
first was the establishment of a command 
centre for operations deep behind enemy 
lines and the establishment of a commando 
brigade. As early as 2007, the Northern 
Command organised a command centre 
for special ops and operations behind 
enemy lines. 

An Israeli soldier tosses a grenade 
into a Hezbollah bunker (Photo: 

Israel Defence Forces CC By 2.0)

Land Systems_Second Lebanon WarAH.indd   36Land Systems_Second Lebanon WarAH.indd   36 30/05/2022   10:1730/05/2022   10:17



Defence Procurement International - Q2 2022

37

land systems  

different levels, while at the same time 
getting ready for a full-scale conflict that 
could erupt with countries like Iran. 

One of the main changes from analyzing 
the Second Lebanon War is the formation 
of the IDF's new multidimensional unit. 
Simply, this unit is based on the idea of 
the US military concept of a “revolution 
in military affairs,” or RMA, which laid 
the basis for changes in the US Army. The 
new IDF unit is described as a “battalion 
with the capabilities of a division." Israeli 
defence sources say the unit is equipped 
with highly sophisticated weapon systems 
and is capable of operating ground, air and 
sea units to gain the advantage in battle 
without needing to ask other military 
echelons to aid or even coordinate.

"This unit is capable of producing very 
accurate fire power based on intelligence 
generated by tools that have never been 
in the tool box of any unit in the IDF," an 
Israeli source told Defence Procurement 
International. The unit operates under 
the elite 98 Brigade, the main commando 
force of the IDF. The formation of this 
unique unit is one of the major building 
blocks of Chief of Staff, Lt. General Aviv 
Kochavi, and is aimed at creating a force 
that will be able to "change the situation in 
the battlefield in record time," using all the 
sensors available and all the fire sources 
from the ground, air and sea.

The need for such a unique battalion 
stems, according to Kochavi, from the 
fact that in future wars, Israel will be 
attacked by huge numbers of rockets and 
missiles. Israel has a four-tiered defence 
system against such attacks, but when the 
number of rockets and missiles can reach 
some hundreds every day, these defence 
systems are not enough. The new unit will 
have many critical missions, but a major 
one will be to take control of the launch 
sites, either across Israel's borders or 
further afield.

The unit is equipped with classified 
combat technologies, some of which are 
still being developed, alongside unmanned 
aerial vehicles for a variety of missions, 

including marking targets. In addition, it 
is based on high-quality infantry combat 
soldiers who receive effective combat 
equipment that helps them adapt to the 
future battlefield. The IDF explained 
that the new unit does not have an 
existing parallel in any military force. 
"The establishment and operation of the 
multi-dimensional unit has implications for 
the structure and organization of other 
units in the IDF, and lessons are already 
being transferred to additional units," one 
source says.

The unit has its own intelligence, target 
location and identification and data fusion 
capabilities. While improving the attack 
capabilities of the land forces, the IDF 
and Israeli defence industries embarked 
on the rapid development of unique air 
defence systems that can cope with the 
large number of rockets, which is the main 
weapon used by Hezbollah in Lebanon and 
Hamas in Gaza. The effort resulted in the 
development and deployment of the Rafael 
Iron Dome and David's Sling. Now Israel is 
making another effort to develop a laser air 

defence system that will complement the 
capabilities of the two operational systems. 
A recent test proved that this effort is 
resulting in very advanced capabilities. 

ISRAEL's FOUR MAIN 
LESSONS

Major General (Ret.) Giora Eiland, 
a former head of the Israeli National 
Security Council, outlines what, in his 
opinion, are the main lessons from the 
Second Lebanon War. He says there 
are four main lessons the IDF learned 
from analyzing the war. First, he said is 
to identify who is the enemy? "When 
Hezbollah operates from within cities and 
towns in Lebanon, the question is who to 
hit. In the case of Lebanon there is no way 
to distinguish between the members of 
the terror organization and other citizens 
and therefore the IDF should hit targets 
all over Lebanon, like power stations and 
other infrastructure." 

The second lesson, according to 
Eiland, was the need to improve the 
maneuverability of the IDF's infantry "that 

Dust rises after the impact of two 500lb (230kg) laser-guided 
bombs dropped during an IAF airstrike on Tyre, Lebanon 
(Photo by Masser, CC BY-SA 2.0, via Wikimedia Commons)
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was achieved in some ways." The third 
lesson, he says, was to realize that the 
tank is a very easy target for advanced 
anti-tank missiles, launched out of the 
range of the tank's weapons systems. 
"That brought the Israeli industry to 
develop active protection systems for 
tanks and APCs, like the Rafael Trophy 
system, which is combat proven and used 
by other defence forces including those of 
the US."

According to Eiland, the fourth lesson is 
that the combat platforms lost their level 
of importance to the systems they carry. 
"A tank or combat aircraft can become a 
super war machine thanks to the array of 
systems installed,” he says. “This lesson 
has been learned by Israel and you only 
have to look at some of the IDF's main 
fighting platforms to see it in action."

It can be said with confidence that the 
lessons of the Second Lebanon War are 
still being implemented, while the IDF is 

engaged in the "war between wars" which 
also has an impact on its capabilities. The 
war saw the IDF improve the capabilities 
of its armoured personnel carriers 
(APC) and to replace the old M-113. This 
mission was handed to the Directorate 
in the Israeli Ministry of Defence that is 
manufacturing the Merkava 4 MBT.

According to the Israeli MoD and 
the IDF, the Eitan is the most advanced 
8X8 APC currently operational. It has 
improved fire power in the form of the 
Rafael Spike LR anti-tank missiles, and 
improved protection as it carries Elbit 
Systems' Iron Fist active protection 
system. The IDF say the Eitan can travel at 
speeds of up to 55 miles per hour, which 
gives it a major advantage when forces 
have to be transferred from one battle 
area to the other.

The Eitan is powered by a 750 hp heavy 
fuel engine. Four of the eight wheels are 
steerable, enabling the vehicle to take tight 

turns, and manoeuvre on narrow roads in 
urban areas and off road. 

The Eitan is 26 feet long and 10 feet 
wide and weighs 30 tons with its ballistic 
armour and  active armour systems fitted. 

The basic turreted Eitan platform is 
used for moving infantry in the battle 
field, command and scout roles, while 
the turretless variant is used to support 
specific configurations including weapon 
carriers (mortars), combat engineering, 
recovery and casualty evacuation. The 
Eitan has a remotely operated weapon 
station with a 12.7 mm heavy machine 
gun and an ATK 30 mm automatic cannon.

The IDF is evaluating equipping the 
Eitan with anti-tank missiles like the Spike 
LR made by Rafael, which has a range of 
2.5 miles. n

ABOUT THE AUTHOR 
Arie Egozi is an Israeli-based freelance 

journalist covering aerospace and defence. 

Israel's Eitan APC (Photo by Zachi Evenor and MathKnight CC BY 2.0)
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A significant part of military 
history analysis has 
been dedicated to the 

so-called small wars that 
have had a life span often 
measured in decades. There 
has been no shortage with the 
most recent of these being 
Afghanistan, Syria, Iraq, Sri 
Lanka, Angola, Vietnam, all 
of which had a civil-war or 
international politics context. 
Pots simmering on the outer 
reaches of the world stove. 

Europe is now confronted 
with the Russian invasion 
of Ukraine, which is in the 
early stages of an extended 
conflict. Pundits of all 
persuasions and the media 
have spent a great deal of time 
attempting to comprehend 
the incomprehensible Vladmir 
Putin who should probably 
be called, Mr. Pivot or Miss 
Matryoshka. 

Most recently, the Kremlin 
has started an internal blame 
game with intimidated military 
and intelligence officials high 
on the agenda. The oligarchs 
directly or indirectly related to 
the supply of reactive armour 
that did not react or tyres that 
shredded on the unrelenting 
Ukrainian terrain will face 
the ire of the families of dead 
conscripts as scripted by the 
state-owned media. 

Roman Abramovich may 
have fled from the frying 
pan to the fire. Government 
functionaries looking forward 
to a quiet but impoverished 
retirement in a small apartment 
or dacha will join Alexei 
Navalny in an immediate life of 
incarceration and uncertainty. 

The future will be the 
slow decimation of Ukraine 
infrastructure and population, 
like the Syrian experience, 

The war in Ukraine continues, with no possible 
end in sight. Peter Polack, contemplates possible 
outcomes by looking for parallells with other 
long, small wars.

where the country becomes 
divided with flexible, but 
violent borders. There is no 
immediate likelihood of regime 
change as the Russians have 
embraced the enshrinement of 
the Putin personality cult. 

The alienation of the Russian 
people from borders, banks 
and prosperity, even liberals, 
comes at the cost of timidity 
by what was once a ferocious 
nation. Like the Ukrainians 
they will have to suffer in the 
displacement silence common 
to Africa and the Middle East. 

President Zelenskyy is 
right to press for maximum 
contribution from the West 
as his homeland ultimately 
becomes a buffer and testing 
ground for NATO military 

equipment. In a strange way, 
Zelenskyy is the only one 
that can save Putin and by 
extension the Russian and 
Ukrainian people. Like peace 
talks in previous small wars, 

The Long 
Small Wars

opinion
the only successful outcome 
will be a nuanced resolution 
disliked by all.

Peter Polack is a former 
criminal lawyer in the Cayman 
Islands for several decades. His 
books are The Last Hot Battle 
of the Cold War: South Africa 
vs. Cuba in the Angolan Civil 
War (2013), Jamaica, The Land 
of Film (2017) and Guerrilla 
Warfare: Kings of Revolution 
(2019). He was a contributor to 
Encyclopedia of Warfare (2013). 
Polack worked as a part-time 
reporter for Reuters News Agency 
in the Cayman Islands 2014-19. 
His work has been published 
in Small Wars Journal, Defence 
Procurement International, 
American Intelligence Journal, 
U.S. Army John F. Kennedy Special 
Warfare Center magazine, 
Military Times, Foreign Policy 
News, EU Today, Radio Free 
Europe, VOA Portuguese, South 
Africa Times, Africa Monitor, 
Folha de Sao Paulo, NODAL 
Cultura, Caribbean Life, Jamaque 
Paradis, History Cooperative, 
INews Cayman, Jamaica Gleaner, 
Miami Herald, Reuters and The 
New York Times. His latest book 
entitled Soviet Spies Worldwide: 
Country by Country, 1940–1988 
will be published by McFarland in 
2022. The book is a compendium 
of Russian espionage activities 
with nearly five hundred Soviet 
spies expelled from nearly 100 
countries worldwide. In April 
2021 he completed Only the 
Young Shall Die by with Jack 
McCain USNR about raising the 
age of military enlistment. He 
is currently doing research on a 
curated collection entitled War In 
Pictures of almost 1,000 images 
throughout several conflicts over 
many centuries. 

The future will 
be the slow 
decimation 
of Ukraine 
infrastructure 
and population, 
like the Syrian 
experience, where 
the country 
becomes divided 
with flexible, but 
violent borders.
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WE SHALL
Armies may not want to fight in cities, but they may have 
no choice in future due to growing urbanisation, and the 
war in Ukraine clearly shows the need for forces to hone 
their skills for urban warfare. 
 
By Anita Hawser

cities
FIGHT 
them in the W 

estern forces may not be 
directly engaged in the 
war in Ukraine, but make 

no mistake, they are watching it closely, 
hoping to learn valuable lessons that 
will inform future force developments, 
specifically in areas such as urban warfare.

Brisith Army Pathfinders in an urban training environment (MoD/Crown Copyright 2021)

During the Cold War, the thinking was 
that if US ground forces came up against 
Soviet armies in Western Europe, most 
of the fighting would take place in open 
spaces outside of cities and urban areas. 

But as the last three months of the war 
in Ukraine have shown, Ukrainian forces 
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An example of how unmanned systems could be used in urban warfare for 
resupply and sustainment. The Royal Marines successfully received bergen drops 
from Malloy Aeronautics heavy lift aircraft. 
(MoD/Crown Copyright 2020)

were able to easily hide in buildings and 
amongst rubble in cities such as Kyiv. 
Rather than engaging in block-to-block 
fighting, Russian forces chose to reduce 
apartment blocks and buildings to rubble 
using artillery and air strikes. It is a theme 
that has played out in previous Russian 
operations in places such as Grozny. 

Having first entered the Chechen 
capital in 1994 expecting independence 
fighters to be unorganized, Russian 
forces believed its tanks would be enough 
to subdue the fighters. Although they 
eventually took the city, it came at a high 
price. Upon returning to Grozny in 1999, 
Russian forces were met with even fiercer 
resistance. “Whereas complacency had 
been at fault in 1994, a very different 
dynamic was in play in 1999,” writes Olga 
Oliker from the Rand Corporation, in 
her report titled, Russia's Chechen Wars 
1994-2000: Lessons from Urban Combat. 
“If before the Russians had thought that 
a bloody urban battle was not a real 
danger, this time their military leaders 
believed they had a plan for avoiding such 
a necessity: artillery and air strikes, they 
thought, would force the enemy into 
submission. This plan justified the almost 
complete lack of attention to urban 
combat in preparatory training.”

But Brigadier Khashi Sharifi OBE, from 
the British Army’s Futures Directorate, 
says we need to be careful about making 
decisions based on insights too early on 
in the conflict in Ukraine. He leads an 
insights team looking at lessons that can be 
learned from the war in Ukraine to inform 
Future Force development concepts. 
“We’ve got to ensure we understand what 
is happening on both sides,” he explains. 
“That is not easy during a conflict. Our 
level of evaluation is ongoing as we are 
learning from other people, and what they 
are doing.” 

Urban warfare is hard, not just for the 
Russians, but for any force. The wars in 
Iraq and Afghanistan provided UK and 
US forces with a wealth of lessons and 
experiences in urban warfare. US forces 
fought key battles in Baghdad, Fallujah 

and Ramadi, and for the British Army in 
Kabul and Basra. Although many of these 
operations were deemed successful, there 
is a recognition that urban training, as well 
as tactics, techniques, and procedures 
(TTPs), are still lacking in coherence and 
scope. “More training needs to happen in 
urban environments,” says Sharifi. “The 
urban environment is really challenging, 
and we need to become better at it.”

CITIES ARE BUILT FOR 
HABITATION

Being good at urban warfare will 
be essential in future, as the rise in 
urbanisation — more people migrating 

from rural areas to urban centres — 
means urban combat will be unavoidable 
and more frequent. By 2050, almost 
70% of the world's population will live in 
urban areas, compared to just 55% today, 
according to the UN. “The Army may not 
want to fight in cities, but it is very likely 
that some future enemy will dictate the 
terms of the battle and choose to make 
the battlefield an urban one to play to 
his strengths and mitigate ours,” RAND 
analysts write in a 2017 paper, Reimagining 
the Character of Urban Operations for the 
US Army. 

Ask any soldier where they would 
prefer to operate, and most willl probably 
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say open spaces outside city centres. “As 
people live in urban environments, we 
have a responsibility in terms of how we 
conduct operations in this setting as we 
need to protect people. It is a reality we 
need to address and train for and talk 
about doctrinally,” says Sharifi.

In essence, cities are built for habitation, 
not conflict, which is why a lot of research 
and experimentation has gone into helping 
armies improve their urban warfighting 
skills. For the British Army, it started 
with the Urban Warrior exercises in 
the mid-2000s, which looked at the best 
ways to develop and improve things from 
a force design and training perspective, 
says Stuart Lyle, Urban Operations Lead 
at the Defence Science and Technology 
Laboratory (Dstl).  

There is also the Army Warfighting 
Experiment: The Urban Series 2022-
2024, which Lyle describes as "a 
capability investigation to hone the 
Army for urban operations." AWE 
looks at the technologies, information, 
sustainment (logistics, medical and vehicle 
extraction) and protection required for 
forces to thrive and survive in an urban 
environment. Since 2016, a series of 
Contested Urban Environment (CUE) 
experiments have also been held among 
Five Eyes nations Australia, Canada, New 
Zealand, the UK, and the US to test the 
latest cutting-edge technologies — highly 
distributed autonomous sensors, UAVs 
and unmanned ground vehicles — and how 
they can be used to gain an information 
advantage in urban settings. 

The last CUE21 international military 
urban exercise was held in Portsmouth last 
year and saw Dstl scientists and engineers 
and military personnel from 1 Intelligence, 
Surveillance and Reconnaissance Brigade, 
1st Battalion The Rifles and 1 Artillery 
Brigade, test out a range of technologies 
— highly distributed autonomous sensors 
that exploit artificial intelligence (AI) and 
machine learning (ML) to identify threats 
and robotic and autonomous systems for 
logistics resupply to the frontline — that 

have the potential to find enemy forces in 
built-up environments.

CUE was largely focused on C4ISR, 
says Lyle, and demonstrated some of the 
key ISR and communication challenges of 
operating in urban environments, which 
can degrade forces’ ability to be informed 
and make informed decisions. Dstl’s Future 
Cities report, sets out the challenges the 
urban environment presents for defence. 
It talks about the ‘urban canyon’ effect, 
where a street is flanked by buildings 
on both sides, which can affect things 
like temperature, wind, light, air quality, 
and radio reception, including satellite 
communications. “The urban canyon can 
impose severe constraints on ISTAR, fires 
and manoeuvre capabilities,” Lyle explains. 
“It also creates short lines of sight and the 
ability to see into buildings.” 

SEEING OVER BUILDINGS
On the flip side, the urban environment 

also presents unique opportunities for 
information exploitation. “Intelligence 
and information is democratised,” says 
Sharifi. “Everyone has a phone, the 
ability to generate information. There 
is more CCTV and a vast array of 
information sources from which we can 
generate and leverage information.” But 
having terabytes of data is no good to 
anybody, says Lyle, if you can’t process 
and make decisions off the back of it. At 
CUE21, Dstl deployed a system called 
SAPIENT, Sensors for Asset Protection 
using Integrated Electronic Network 
Technology. The technology, developed 
by Dstl over five years, can take multiple 
sensor feeds from different technologies 
and fuse them together to present a 
common operating picture.

This example highlights how new or 
emerging technologies — edge computing, 
the growing proliferation of unmanned 
systems — could help solve many of 
the challenges forces face in the urban 
environment. At the sub-tactical level, 
Sharifi says you could see the use of 
autonomous systems for load carriage in 

urban environments, as well as the use of 
UAVs and loitering munitions for Beyond 
Line of Sight indirect fires, a scenario that 
is already playing out on the battlefield 
in Ukraine. “Looking at Ukraine and the 
ways in which UAVs are being used, links 
back to ISR and the ability to see over 
buildings in front of you,” he says. “There 
is a critical need to have these systems be 
part of a platoon."

Rob Taylor, a former Royal Marine and 
founder of 4GD, a provider of 'smart’ 
urban warfare training facilities and targets 
for the British Army, says on the future 
battlefield every soldier needs to be a 
force multiplier, which is why it has pushed 
for a combined arms urban training facility, 
which uses the latest technologies to 
simulate the effects of combined arms 
(drones, artillery, small arms). “Given the 
size of armies today, every soldier needs 
to be able to leverage drones, cruise 
missiles, strike capabilities," says Taylor. 
"But how do you get the individual soldier 
to co-ordinate that in an urban space, as 
you need to hit them before they hit you?” 

While unmanned systems may be a 
force multipler they are also susceptible 
to jamming and emit electronic signals, 
which could limit forces’ ability to hide in 
urban terrain. Sustaining these systems 
in urban environments also needs to be 
thought about. “How do we create a force 
that requires a low level of sustainment 
and that reduces the burden on the 
logistician,” asks Sharifi? “You are going to 
get through a lot of these UAVs, which are 
just one element of this calculation.”

The British Army has been 
experimenting with last mile resupply using 
autonomous unmanned ground vehicles, 
but urban environments can be cluttered 
with debris and rubble. “We’ve all seen 
the scenes from Mariupol in Ukraine,” 
says Lyle. “How do you manoeuvre these 
systems through that environment?” Dstl 
is also exploring what a medium-weight 
(20 to 25 tonne), urban-optimised force 
(UOF) might look like, providing insights 
and options to Army HQ Future Force 

Land Systems_Urban WarfareNEWAH.indd   43Land Systems_Urban WarfareNEWAH.indd   43 27/05/2022   20:5327/05/2022   20:53



Defence Procurement International - Q2 2022

44

land systems

Development for an “Army After Next.” 
Its study will set initial requirements for 
what an UOF could look like in terms of 
structures and capabilities. A proliferation 
of unmanned air systems — from 
more exquisite platforms to the more 
dispensable — could see the creation 
of a system operator’s role within an 
UOF of the future. Such a role would be 
dedicated to operating tactical UAVs. 
Although this role doesn’t currently exist 
within the Army, Lyle says the concept 
is borrowed from the US Marine Corps, 
which has an unmanned aircraft system 
operator, or MOS, who is responsible for 
operating smaller surveillance drones like 
the Black Hornet. 

 In the next 12 months, Dstl will test 
its UOF concept in other environments 

to see if it has utility elsewhere. Lyle says 
it is also making changes to the Army’s 
urban training estate at Copehill Down, 
which has been updated with rubble, 
destroyed vehicles and wire. A new 4GD 
smart urban training facility has also been 
opened at 16th Air Assault Brigade’s 
Merville Barracks in Colchester, which 
features movable walls, to make it more 
adaptable. The facility also incorporates 
interactive smoke, light, and sound 
effects; and a video monitoring system 
for soldiers to review their performance. 
Lyle says the facility reflects a hybrid 
approach to urban warfare training, 
combining physical and synthetic training, 
and the integration of combined arms. 
“Our physical training estates have 
limitations so we’re having to find 

alternative ways of doing things through 
synthetic environments and war gaming,” 
he explains. “It is about reps and sets to 
provide a low-level foundation of skills.”

Perhaps the biggest lesson we can take 
from the war in Ukraine, says Taylor of 
4GD, is that urban warfare training needs 
to pivot away from training for operations 
against non-peer threats and return to the 
era of the late 1980s early 1990s, where 
we were looking at a peer Russian enemy. 
“Big empty breeze block buildings are not 
realistic,” he says. “You need to get a lot 
denser with training and trick soldiers into 
thinking they are in the middle of Kyiv. 
But we can’t build a city, which is why we 
need hybrid training, some in the physical 
environment, and some in the synthetic. 
It’s a lot more dynamic.” n

The 4GD 'smart' urban training facility features movable walls to make it more adaptable (Photo courtesy of 4GD)
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Made In Serbia, Recognized Worldwide
Yugoimport-SDPR

In-house production of ammunition cal. 7.62 mm, 9 mm and 12.7 mm

Yugoimport–SDPR is a state-owned company with a 
decades-long tradition in the trade of armaments, 
defence equipment and technology transfer.

In its 70-year-long existence, Yugoimport–SDPR has proven 
to be a reliable partner offering  long-lasting after-sales support 
to its buyers, including training in operations and maintenance, 
supply of spare parts, and upgrade programmes.

 Known globally as an arms dealer, Yugoimport–SDPR has 
innovated its business policy with an ambition to position itself 
in the future as a manufacturer of complex weapon systems and 
defence equipment.

 Some of the equipment and complex weapon systems we 
manufacture include:

The NORA-B52 155mm self-propelled gun-howitzer, which 
is designed to provide fire support to own units. Fire support 
is achieved by powerful, sudden and rapid fire against tactically, 
operatively and strategically significant targets at greater 
distances. The weapon is modular, and is mounted on a KAMAZ 
6560 chassis. It can also be mounted on other truck chassis 
depending on the user’s choice.

The Nora B-52 M21 is the latest version of the 155 mm 
self-propelled artillery weapon of Yugoimport-SDPR.  In 2021, 
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at the invitation of the US government, Nora B-52 M21 was sent 
to the US for a shoot-off evaluation by US armed forces at the 
YUMA Proving Grounds in Arizona. This weapon, which had been 
modified according to the requirements of the US partner, made 
it to the shortlist and successfully passed comprehensive testing in 
the US, which lasted for several months.

The 155 mm self-propelled gun howitzer is fitted with 155 
mm/52 cal. ordnance with 23 litre chamber providing a range of 
41 km with ERFB/BB projectiles and zone 10 propellant charge. 
It provides fire support with intensive, sudden and rapid fire on 
targets of tactical, operational and strategic importance at long 
distances. Maximum rate of fire is 4 rds/min. It is mounted on a 
MAN chassis. Wheel formula is 8x8 with maximum road speed of 
95 km/h and road autonomy of 650 km.

Milosh is a multi-role armoured tactical vehicle with 4x4 
drive. It can perform a wide range of missions for security and 
armed forces. The main concept of the vehicle is based on a self-
supporting hull, modern drive and transmission assemblies and 
an independent suspension system, which ensures high mobility 
in any terrain and weather conditions with the maximum combat 
weight exceeding 14 tons. The vehicle can be used for patrol 
missions, reconnaissance missions, as a command vehicle, for 
transportation and support to units for special operations, in anti-

guerrilla, anti-terrorism and anti-tank operations, for border and 
territory control.

The Lazar III is an armoured 8x8 wheeled vehicle designed 
for various applications and missions. The power train is 
accommodated in the front right-side of the vehicle in a protected 
space completely separated from the crew. The central transfer 
case transmits the torque to all wheels that have independent 
suspension and provide for the vehicle’s high mobility. 

All the shafts provide power, while the first two steer the wheels. 
Lazar III has a highly sophisticated, modular ballistic protection. 
The hull is made of armoured steel and can be fitted with a spall 
liner. The applied ballistic protection can be tailored to the specific 
needs of the user and allows for application of additional ballistic 
protection technologies throughout the vehicle service life. The 
vehicle floor has two levels of anti-mine protection.

Tamnava, is multiple launch rocket system 122/262 mm 
designed as a modular system. The modularity is reflected in 
the possibility of using launch pods armed with 262 mm rockets 
and all variants of 122 mm rockets. The 122/262 mm MLRS is a 
completely automated weapon equipped with the GPS and INS 
that can perform a preset mission with full autonomy. The basic 
option uses disposable launch pods. The 122/262 mm MLRS is 
capable of receiving two spare 122 mm launch pods. The system 

Forging Centre: Forgings of projectile bodies and rocket motor chambers for mortar ammunition, artillery and rocket/missile programs
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equipment. There are several 
local companies producing 
personal ballistic protective 
equipment and uniforms, 
using high-tech materials from 
abroad. They follow the NIJ 
standards, but also apply their 
own R&D solutions, some 
of which have already been 
recognizable in the world 
market. 

Development and 
production of ammunition is 
one of the commercially most 
viable branches of the Serbian 
defence industry.  A number 
of manufacturers, some of 
them having their own R&D 
facilities, cover development 
and production of all major 
components of ammunition: 
fuses (standard impact/PD 
fuses, time delay fuses, both 
with mechanical and electronic 
arming timers, and proximity 
fuses), pyrotechnical mixtures, 
primers, cases, projectiles, 
powders, and explosives. 

The ammunition is produced in both NATO and Russian 
calibres. Regarding production of the rocket munitions, it also 
relies on our own R&D projects, offering a number of models 
which are upgraded versions of some world-renowned solutions. 
Special attention has been paid to development of explosives, 
including modern thermobaric/enhanced blast explosives, latest 
fuse types and terminal effect mechanisms. 

The offer includes anti-tank mines featuring programmable 
fuses with passivation functionality, and directional fragmentation 
mines with modern fuses. Standing out among other development 
projects are the missile systems, or the precision-guided 
munitions. Major progress has been made in missiles guided by 
data links and electro-optical homing heads, while several types 
of guided munitions are still under development, primarily those 
based on INS/GPS trackers and laser target designators. 

To sum up, most of the products within our offer are standard, 
non-guided ammunition, starting with small arms ammunition, 
grenade launchers, hand grenades, mortar shells, artillery shells, 
and non-guided rockets. The standard quality products coming 
from our renowned production facilities, together with our 
decades-long export references, maintain the label Made in 
Serbia, recognizable worldwide. n

is (un)loaded with a hoisting device mounted on the platform. 
Another option is to use disposable launch tubes: 6 (262 mm), 
24 (122 mm).

By implementing new technical solutions, and following the 
latest trends in the development of small arms, a new family 
of automatic weapons cal. 7.62 x 39 mm has been developed 
and produced using polymers for some components (stock, 
handgrip, magazine). Today, this product stands as a model for 
the manufacture of all weapons of this calibre. A family of NATO 
rifles cal. 7.62 x 51 has been modernised in the same way. In the 
past few years, several versions of non-automatic and semi-
automatic sniper rifles have been developed, and aNATO light 
machine gun cal. 7.62 x 51 mm has been modernised.

The range of products include both Russian and NATO 
standard hand-grenade launchers, and mortars for all shell 
calibres, 60 mm, 80/82 mm, 120 mm, as well as long-range 
mortars in cal. 60 mm and 120 mm, automatic grenade launcher 
of Russian cal. 30 mm, the Russian standard under-barrel grenade 
launcher, and NATO standard revolver-type grenade launcher 
with a wide range of ammunition types.

When it comes to ballistic protective equipment, we offer 
ballistic helmets, plates, uniforms and other protective infantry 

Forging Centre: Forgings of projectile bodies and rocket motor chambers for mortar ammunition, artillery and 
rocket/missile programs
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The Switchblade 600 has a loiter time of 40+ 
minutes and an anti-armour warhead 
(Image courtesy of AeroVironment)
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Thanks to the war in Ukraine, Loitering Munitions are 
enjoying their moment in the spotlight. These 'suicide 
drones,' which are an amalgam of an UAV and a 
missile, can be launched quietly and quickly. But their 
impact on tactics, logistics and the structure of fire 
units, is more long lasting.  

By Anita Hawser

Dagan Lev-Ari is a patient man. 
As marketing director at Israeli 
company, UVision, which 

launched its Hero series of Loitering 
Munitions (LM) in 2015, Europe's first 
major war for more than 70 years may 
have finally rovided that light-bulb moment 
where all the stars align for this new 
technology to be more widely adopted 
by modern armed forces. “There is very 
large interest [in Loitering Munitions] at 
the moment,” says Lev-Ari. “We’re getting 
calls from everybody, but there are limits 
on where we can sell and export to. The 
US is pushing Loitering Munitions very 
hard, not only into Ukraine, but other 
European countries.”

The war in Ukraine has become a 
testing ground for different types of 
Loitering Munitions or so-called ‘kamikaze’ 
drones — which crash into targets, as 
opposed to UAVs that are designed to 
fly. In March, the US announced it would 
send 100 Switchblade Loitering Munitions 
(LM) to Ukraine. Polish company, WB 
Group's Warmate LM is also reported to 
have been delivered to Ukrainian forces. 
Photos have also emerged on social media 

ordnance & munitions

of Russian Zala KYB Loitering Munitions 
thought to have been shot down or 
malfunctioned while operating near Kyiv. 
In response to questions we emailed them, 
AeroVironment Inc., manufacturers of 
the Switchblade 300 and 600 LMs, says 
a revolution is taking place today on the 
modern battlefields of Ukraine.

 “Heavily armoured formations, some 
of the most protected mobile forces in 
history, are now experiencing devastating 
setbacks brought about by a combination 
of ground-launched anti-armour missiles, 
top attack from unmanned aircraft helping 
direct artillery fires and launching their 
own bombs, and now precision strikes 
from loitering munitions fired from ranges 
outside the danger area of counter-battery 
artillery fires. Nations are watching as 
Russian armoured formations are being 
ripped to pieces. Loitering munitions are 
being watched too, as these sophisticated, 
yet relatively inexpensive missiles, are 
starting to have their long-range effects on 
the battlefield. This is the beginning of the 
dominance of unmanned systems.”

But, in the fog of war, it is difficult 
to precisely determine the impact LMs 
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are having on the course of the war in 
Ukraine, where they are being used 
alongside other systems — UAVs, anti-
tank guided missiles and Next Generation 
Light Anti-Tank Weapons.  

The best illustration we may have, for 
now, of LMs utility on the battlefield is 
the 2020 Nagorno-Karabakh conflict 
between Azerbaijan and Armenia. During 
that conflict, Azerbaijan used armed UAVs 
and Loitering Munitions (namely Israel 
Aerospace Industries’ Harop) to target 
Armenian tanks, artillery, and air-defences. 
LMs were not only used by the Azeris to 
attack targets, but also for reconnaissance 
and target acquisition, Battle Damage 
Assessment (BDA) following UAV attacks, 
or as a secondary means of attack, 
according to a UVision assessment of their 

use in the conflict. Some LMs were also 
shot down by Armenian forces or crashed. 
But the innovative use of this indirect fire 
precision-attack capability in the six-week 
war was enough to stoke some initial 
interest from other countries. “Many 
leading NATO militaries were saying this 
is very interesting,” recalls Lev-Ari. “We 
should start looking into this and prepare 
an RFP and maybe some demos of LMs, 
but still there was no sense of urgency. 
As it was still such a new technology, they 
wanted to see whether the US was going 
to buy it or not.” Low levels of defence 
spending were also a consideration for 
many EU countries before the war in 
Ukraine. While LMs may be cheaper than 
some precision-guided missiles, this is 
not always the case for more advanced 

systems. The biggest investors in these 
systems is unquestionably the US and 
Israel.

The US has several LM programmes 
— one for the US Marine Corps and 
for Special Operations Command 
(USSOCOM). As part of a major multi-
year reorganisation, the USMC will do 
away with its Abram tanks and direct-fire 
weapons systems and instead rely on long-
range rockets and missiles or with strikes 
from loitering munitions, drones, and 
aircraft. UVision’s Hero 120, which carries 
up to a 4.5 kg warhead, and has a flight 
time of 60 minutes, was selected by the 
USMC to meet its Organic Precision Fires-
Mounted (OPF-M) requirement, which will 
see it mounted on a vehicle and fired using 
a multi-canister launcher. USSOCOM’s 

UVision's Hero Loitering Munitions will be 
integrated on a variety of Rheinmetall platforms, 
including the Boxer and Lynx IFV 
(Photo courtesy of UVision)
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Maritime Precision Engagement-Munition 
(MPE-M) programme, will deploy “air-
loitering munitions” from combatant 
craft against land and maritime targets. 
According to Jane’s, an iteration of 
AeroVironment Inc.’s Switchblade 600 
LM will be launched from surface vessels 
as part of MPE-M. AeroVironment offers 
a multi-pack launcher that enables a 
stationary or mobile operator to quickly 
launch multiple Switchblades. In support 
of the US Navy, the company says it 
also recently demonstrated the ability 
of a single Switchblade operator to 
strike a single target at sea with multiple 
Switchblade missiles.

In Europe, reports have emerged of 
Italian Special Forces being equipped 
with Hero-30 loitering munitions 
for force protection and increased 
situational awareness “to ensure the 
self-defence of units of Special Forces 
isolated in operational theatres.” There 
is also a PESCO (Permanent Structured 
Cooperation) project in the European 
Union level, co-ordinated by Italy, and 
including France, which aims to “provide 
MoDs with a new, small, low-cost weapon, 
featuring the capability to provide scalable-
effects and the ability to loiter/reloiter.” 

MBDA, part of Team LM, which unveiled 
its Fire Shadow loitering munition (with 
a loitering time of up to six hours and a 
range of 100 km), for the British Army 
in 2007, is one of the industrial partners 
involved in the PESCO project. The Fire 
Shadow programme ran till 2013, but 
was eventually scrapped because the 
technology was not considered mature 
enough at the time. UVision has also 
teamed up with Rheinmetall to offer 
its Hero series of LMs to customers in 
Europe. And with a war now on Europe’s 
doorstep, Lev-Ari says customers are 
beginning to understand the importance 
of LMs. “There is now a sense of 
urgency, and finally there is now also 
the budget. Everyone is talking about 
loitering munitions right now. They will be 
thinking about how they can differentiate 

themselves for the next conflict. We are 
very well positioned for that. Our system 
is proven. We know how the different 
Counter-UAV systems work and we 
believe we can cope with this.” 

But for most armed forces, loitering 
munitions are still a relatively new 
technology, although the concept has 
been around for a while. For Israel, LMs, 
or at least the concept behind them, 
started during the 1973 Yom Kippur 
War between Israel and Arab states led 
by Egypt and Syria. The Israeli Air Force 
was reported to have lost some 100 
planes during the war and Israeli Defence 
Forces (IDF) came close to defeat. In an 

article, Assembling Israeli drone warfare: 
Loitering surveillance and operational 
sustainability, Stefan Borg, Associate 
Professor in International Relations at 
Stockholm University, says: “Following 
the shoot-down of a few Israeli fighters in 
1970, the US agreed to export a number 
of Teledyne Ryan Lightening Bug UAVs 
for reconnaissance purposes, as well as a 
number of cheaper Chukar UAVs to be 
used as decoys for Egyptian air defence.” 

NEW TECHNOLOGY, BUT 
NOT A NEW CONCEPT

The use of the Bug by the IDF saw 
Israel build models of its own such 
as the Scout — the first operational 

unmanned air system developed by Israel 
Aerospace Industries — which Borg 
says later included cameras for day and 
night vision with stabilisers, the ability to 
collect electronic intelligence, and even 
to carry laser designators to assist target 
acquisition. During the Lebanon War in 
the 1980s, Israeli UAVs, including decoy 
and ‘mini’ UAVs, along with the first 
models of Loitering Munitions, played a 
key role in destroying Syrian air defence 
systems. 

“So, while the modern Loitering 
Munitions are based on a new technology, 
the concept for us is not that new, but the 
technology has moved along,” says Lev-
Ari. Israel Aerospace Industries produces 
the Harop, a stand-off loitering attack 
weapon system with a loiter time of up to 
nine hours, and the Harpy, an all-weather 
day/night “Fire and Forget” autonomous 
weapon, launched from a ground vehicle 
with an endurance of up to nine hours. 
The Harop/Harpy are used by countries 
such as Azerbaijan, Germany, India, 
Kazakhstan, South Korea, Turkey, and 
Uzbekistan, according to the Center for 
the Study of the Drone at Bard College.

The Switchblade 300 LM was used 
by US forces in the wars in Iraq and 
Afghanistan. AeroVironment Inc., says it 
was developed as a rapidly deployable, 
highly accurate means for small units to 
quickly attack and defeat defilade targets 
from the air, and quickly proved its value 
in Afghanistan and other combat zones, 
as small units, attacked from extended 
ranges, were either limited by the effective 
range of their own direct fire weapons, 
or forced to seek cover and wait on the 
arrival of indirect fire weapons or close air 
support. 

“Switchblade became a game-changer, 
providing close air support in your 
rucksack,” says AeroVironment. “As 
a very lightweight weapon system, far 
easier to transport by foot or within 
vehicles than other indirect fire weapons, 
the Switchblade precisely delivers lethal 
effects at extended ranges beyond 

Loitering munitions can tip 
the scale, upset the balance 
of combat power, and 
become the modern stone 
in David’s digital slingshot.
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competing products.” The Switchblade’s 
reputation in combat even earned it the 
nickname, the “Buzzing Bee” and the 
“Angry Bird,” says AeroVironment. 

The company maintains its use over the 
past few years in combat zones has proven 
the incredible utility of a lightweight, 
sophisticated missile, that can be easily 
transported and then launched by small 
units from protected positions to precisely 
strike distant targets of value. “As we 
listen and learn from our brave customers 
whom we serve globally, we continue to 
make evolutionary, even revolutionary, 
changes to our designs to further enhance 

our support to the war fighters,” the 
company says. 

Lev-Ari says UVision’s Hero is combat-
proven, but details of specific use cases are 
classified. The main difference between 
LMs like the Hero and the Switchblade, he 
explains, is in the aerial design. “UVision 
Heros are shaped more like a missile. You 
want it to attack at a steep angle to avoid 
obstacles and modern tank protection 
systems, so it must be very accurate and 
manoeuvrable. We solve that by using the 
cruciform wing shape.” For most of the 
competitors, Lev-Ari says they use a more 
conventional ‘airplane-shape’ design, which 

means “it is difficult to hit targets at a 
steep angle.”

As a former tank and intelligence 
officer in the IDF, Lev-Ari says LMs 
could be used, in some operational 
conditions, instead of artillery or a UAV. 
“But I wouldn’t say it replaces any of 
them. Each thing has its own right to 
exist.” UVision think a little bit differently, 
he adds. “The people behind the project 
are all military people. We are all familiar 
with the operational problems military 
forces encounter in the field and we try 
and solve them.” 

He gives the example of an infantry 

A USMC soldier launches a Switchblade 300 10C 
system (USMC photo by Cpl. Alexis Moradiany)
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UVISION
The Israeli company’s Hero family 

consists of eight LMs, each with a 
different use case: From the tactical 
Hero 30 (man-pack portable, 0.5 kg 
warhead, 30 min endurance) to the 
strategic Hero1250 (30 kg warhead 
within a 200 km line-of-sight range). 
The Hero 400EC, is a 10 kg warhead 
LM, which can provide high-speed 
transit and low-speed loiter thanks to 
an electric engine.

AEROVIRONMENT
The Switchblade 300 Loitering 

Munition (man-pack portable and 
deployable from air, sea or ground 
platforms, 10 km range, 15 min 
endurance) features a “wave-off 
capability,” which means it can loiter 
and then reacquire a target when it has 
a clear line of sight again. An optional 
Sensor to Shooter Kit allows target 
coordinates from other small UAS to 
be transferred to the Switchblade. The 
larger variant, Switchblade 600, has 
an endurance of 40+ minutes, a range 
of 40+ km, and features a warhead 
for anti-personnel and anti-armour. 
Control of different Switchblade 600s 
can be handed off to different teams. 
or units.

soldier in Kabul, Afghanistan. “You’re in 
a situation where you know the enemy 
is firing against you, but you don’t know 
where the enemy is. If you’re lucky, there 
may be an armed UAV nearby, but it’s 
not part of your own forces. You must 
ask for it, then wait for it to be allocated 
to you. By the time you’ve given them 
the co-ordinates, the target has moved 
somewhere else. Another option is you 
could call in artillery, but again it needs 
to be allocated. There is a co-ordination 
effort. You are dependable on someone 
else. If you have a LM in your pocket, it 
gives you full independence. It is designed 
to be man-portable and operated by 
infantry, and you can use it independently 
of anyone else. It launches very quietly, 
with almost no heat signature, so it can fly 
low enough to identify a target.”

RETHINKING TACTICS 
So how does using a LM compare with a 
Next-Generation Light Anti-Tank Weapon 
(NLAW) or an anti-tank guided missile? 
With an anti-tank weapon, Lev-Ari says 
you must know where the enemy is 
located. “But if you can see the enemy, 
they probably can see you,” he explains. 
“So, when you launch an ATGM, it is pretty 
revealing where you are. But what if a child 
or civilian suddenly enters the picture? If 
you’ve fired an anti-tank missile there is 
not much you can do once you’ve launched 
it. With a LM you can stay concealed even 
when you have a clear line of sight of the 
target. Launching it doesn’t reveal your 
location, and if a child steps into the picture 
I can press abort and go back to loitering 
or maybe choose a different target, send 
it somewhere else or hand control to 
someone else.” 

 Not only are loitering munitions 
incredibly valuable weapons in peer-
to-peer combat, says AeroVironment, 
but they can easily give a considerable 
advantage to less sophisticated forces 
as they fight modern, heavily equipped 
armies. “Loitering munitions can tip the 
scale, upset the balance of combat power, 

and become the modern stone in David’s 
digital slingshot,” they claim. “Whether 
they serve as substitutes for deep attack 
aircraft or long-range artillery that a 
less sophisticated force may lack, they 
provide an impressive efficiency, passing 
through and above enemy defences to 
precisely strike targets of choice that 
could otherwise be out of range of the 
employing force.”

But what does this cross between a 
UAV and a missile mean in terms of how 
most modern militaries organise their fire 
units? “If you have something between 
a UAV and a munition that doesn’t fall 
directly into any one box, it challenges the 
way you do quite a few things, including the 
way your fire units and artillery are built,” 
says Lev-Ari. “Instead of using a forward 
observer, to find a target, you can make 
all the decisions and destroy a target by 
yourself. So, maybe the person in front 
becomes the hunter. You need to rethink 
tactics and doctrine.” LMs can also be a 
nightmare for procurement departments, 
he adds. As it is a UAV, does it come out of 
the Air Force’s budget, or is it the Army’s 
budget as it is also a munition?

Loitering Munitions are integrated 
within IDF doctrine and TTPs, but Lev-
Ari says not every military may be flexible 
enough to accommodate this new type of 
weapon. “Many people see armed UAVs as 
problematic,” he explains, “which could 
result in the killing of innocent civilians 
without a person in the loop. The Hero 
Loitering Munition has a soldier in the 
loop, at all times, but it changes first your 
tactics, training and logistics within the 
structure of units, and has a large influence 
on force build-up. Not many militaries 
are willing to experiment at that level with 
new systems.” 

AeroVironment says it expects field 
manuals and TTPs will quickly change in 
the months and years ahead. “Battles will be 
fought differently due to the expectation 
that the depth of the modern battlefield will 
more than double due to the introduction 
of loitering munitions alone,” it says. n 

(Photo courtesy of AeroVironment)
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HPI Number One Supplier of Ballistic 
Measuring Equipment  
HPI High Pressure Instrumentation

HPI GP-SERIES HIGH PRESSURE TRANSDUCER
(NATO APR. GP6 / NSN-6685-41-000-7580) 

The greatest challenge in developing a new transducer 
generation was to find a superior alternative to Quartz as 
piezoelectric material.

The new technology found is Gallium Phosphate, which has 
essential advantages over Quartz with regard to twice the 
sensitivity, despite higher maximum pressure, and improvements 
in thermal stability.

The industrial process guarantees a stable quality of the material. 

HPI, based in Graz/AUSTRIA, was founded in 1996, 
and is a leading supplier of Ballistic Measuring 
Equipment for interior, exterior and terminal 

ballistic applications and test equipment for testing protection 
material. 
   HPI High Pressure Instrumentation was established in 1996 
after the withdrawal of a famous Austrian company in ballistics. 
A legal buy-out took place by three ex-employees who now 
make up the company’s Board of Directors, which have 
extensive experience in ballistics.

HPI GP-Series High Pressure Transducer
(NATO apr. GP6 / NSN-6685-41-000-7580) 
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   NEW B573 OPTICAL TARGET SYSTEM
The B573 Optical Target System can be used in the calibre 

range  4 mm to 20 mm (40 mm Low Velocity) in R&D, quality 
control and acceptance tests. It is  designed for use in indoor 
shooting ranges, but can also be used outdoors or in covered 
facilities under dry conditions.

The B573 Optical Target System operates with two cameras 
with an integrated illumination unit and a reflecting foil. It allows 
shot position determination and velocity recording of small and 
medium calibres. The effective Target sensor area (1.7 sqm) is 
permanently monitored by two high-speed line scan cameras 
placed on the lower corner.

The calculated data (x, y coordinates and velocity) are transmitted 
digitally via LAN or WLAN to data evaluation and processing.

Results are displayed and evaluated by BWF3000 Software. e.g.: 
a+b, mean radius, rectangle etc.  
Ballistic Test Equipment according to the standards “NATO 
and CIP”, covers equipment like EPVAT Receivers, test Barrels 

New B573 Optical Target System

according to the standards “NATO / CIP / SAAMI / or Customised”, 
Precision Light Screens, Optical Target Systems, Electronic Data 
Recording and Evaluation Systems up to NATO-approved High 
Pressure Transducers “GP6” as well as calibration systems.

Test Equipment for testing Protection Material according to the 
standards “HOSDP, NIJ, STANAG, VPAM”, test equipment for 
Helmets, Body Armour, Armoured Steel Plates and Safety Glass 
in accordance with international standards.

Our own Calibration Laboratory enables the calibration of 
Piezoelectric High-Pressure Transducers up to 800 MPa for our 
own use and for customers.

All HPI Equipment is applied in R&D acceptance and routine 
tests by manufacturer of ammunition, Military and Civil Proving 
Ranges, Police Laboratories and Public Proof Houses.

HPI activities do not end with the delivery of equipment. 
The scope of our worldwide services ranges from the planning, 
consulting up to after sales services and maintenance “on-site or 
remote online support”. n
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New Technologies For Optimised Fuze  
Performance, Safety and Reliability
Fuzes and Safety & Arming Devices from JUNGHANS Defence

and fuzes for aircraft bombs as well as for infantry grenades, 
rockets, missiles and torpedoes. 

Especially in the field of artillery, which is definitely of prime 
interest during the past few months, we offer a complete suite of 
high performance, reliable and safe fuzes which are able to answer 
any operational need. We know that without an effective high-
performance fuze, the ammunition becomes sub-optimal, and our 
unwavering aim is to support the warfighter by providing the very 
best solution for mission success.

All our artillery fuzes provide the highest level of safety to 
the user, with an extended 200 m muzzle safety distance which 
is achieved by our unique safety and arming device. Increased 

For over a century, JUNGHANS Defence brand has stood 
for safety, reliability and innovation. The company, a joint 
venture between Diehl and Thales, develops and produces 

efficient and reliable fuzes, as well as safety and arming devices for 
major international armed forces, along with supplying a number 
of major ammunition and missile companies. 

Whether mechanical or electronic fuzes, we possess all of the 
necessary skills and known capabilities in Europe in this domain, 
combined within our two centres of competence in Germany 
and France.  
   Our product range covers almost all types of fuzes for 
ammunition, including a wide range of artillery and mortar fuzes, 
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overflight security is provided by our electronic architecture, 
proximity sensors and IM firing trains. Our fuzes are compatible 
and fully qualified with the latest generation artillery systems, 
including 52 calibre weapons, Modular Charge Systems, Base 
Bleed ammunition and automatic loading systems.

Flexible solutions are key assets in the battlefield, minimising 
logistics efforts and optimising the available time necessary for 
mobility and combat. Our Multi-option Artillery Fuzes offer 
a wide range of functions in one product, ranging from point 
detonation and delay to time and proximity mode. Our MOFA 
fuzes enhance the efficiency of all types of ammunition, leading 
to mission cost savings. The penetration capability that we can 
offer with our MOFA fuze is also unique, and allows the defeat of 
specific protected targets.

Sensor Fuzed Munitions, such as BONUS or SMArt anti-tank 
projectiles, are also key products in the modern battlefield, and 
these high-value ammunitions require the most accurate and 
reliable time fuzes. Our time fuzes are fully qualified for use 
with these types of ammunition, enabling the highest level of 
performance from these munitions to be achieved. Our fuzes are 
also usable with illuminating projectiles. 

   We constantly strive to combine our experience in the field of 
fuzes with the latest technologies to develop new products that 
meet the evolving demands and needs of our customers. As an 
example, we have recently developed FURYA, a cost-effective, 
dual-mode proximity and impact fuze. This proximity fuze does 
not require any inductive fuze setter for programming, as the user 
selects Proximity or Super Quick Point Detonating mode using 
a simple switch on the side of the fuze. This fuze is also perfectly 
adapted for use on a 120 mm rifled mortar.  
   When it comes to fuze impact only requirements, our 
mechanical point detonating artillery fuzes within our portfolio 
include basic, but still highly reliable solutions, usable within 
the demanding environment of High Velocity Base Bleed 
ammunition.  A newer version of our legacy product which is 
currently under qualification will be perfectly suited for low-cost 
training purposes.

Due to our core competences and capabilities, which embrace 
the total spectrum of fuzing technologies (from micromechanics 
to LEEFI technology), JUNGHANS is a unique company in a 
unique position, mastering all kinds of fuzes for any type of 
ammunition and operational environment. Typical applications 

range from missiles and 
naval guns to air-to-
ground and ground-to-
ground weapons. 

JUNGHANS is a 
key industrial partner 
possessing the capabilities 
to propose innovative and 
adapted fuzing solutions 
for a new generation 
of smart and guided 
munitions. Within this 
domain, JUNGHANS 
is already involved in 
the latest development 
of artillery Course 
Correction Fuze solutions, 
as well as being the leading 
fuzing solution provider 
for new fully guided 
ammunition. JUNGHANS 
is intensely proud of its 
successful long-term 
partnerships with various 
major manufacturers of 
ammunition and missiles 
and looks forward to 
continuing and expanding 
these relationships in  
the future. n
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As the first unit within the German 
Bundeswehr, 112th Armoured Infantry 
Battalion was equipped with the Infantryman 
of the Future - Enhanced System Plus.
 (Photo by Ralph Zwilling )
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in Veitshöchheim, which provide national 
staff for all German forces of the NATO 
Response Force, except for naval forces.

The 37th Brigade will take over 
leadership of the VJTF next year from 
France, but preparations are already 
taking on enlarged significance in light 
of Russia's invasion of Ukraine, which 
has seen the Bundeswehr increase the 
response time of forces registered in 
the NRF. German defence procurement 
agencies have also ramped up efforts to 
ensure German forces are well-armed, 
equipped and protected. 

Leading NATO's Very High 
Readiness Joint Task Force (VJTF) 
is an enormous feat at the best of 

times in terms of personnel and materiel. 
But a war on Europe's doorstep is also 
forcing a radical rethink of procurement 
and force readiness levels, Germany's 37th 
Armoured Infantry Brigade is discovering. 

Since the beginning of 2020, the brigade 
has been gearing up to be the lead unit 
for the multinational land component of 
NATO's VJTF, the so-called "spearhead 
of NATO." The 37th Armoured Brigade 
belongs to the 10th Armoured Division 

What does it take to be the lead unit for NATO's multinational 
Rapid Reaction Force? Germany is finding out as preparations 
ramp up for it to lead the land component of NATO's Very High 
Readiness Joint Task Force (VJTF) in 2023. 

By Ralph Zwilling

READYREADY OR NOT 
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The VJTF is the highest-readiness 
element of the NRF. Established at the 
NATO Summit in Newport, Wales, in 
September 2014 against the backdrop of 
Russia's illegal annexation of Crimea, NATO 
member states recognised the urgent 
need to be able to respond quickly and 
flexibly to security developments by means 
of a "spearhead." The VJTF comprises 
a multinational brigade (approximately 
8,500 troops), made up of five manoeuvre 
battalions, supported by air, maritime and 
Special Forces.  

Leadership of the VJTF rotates annually 
among NATO member states, with 
France's Rapid Reaction Corps in Lille 
currently leading the Rapid Reaction 
Force until Germany takes over next year. 
A Franco-German brigade made up of 
3,500 troops, currently serve as the core 
of the force.

As NATO's spearhead, the VJTF, 
has a purely defensive mission and 
is characterised by a high degree of 
operational readiness — 48 to 72 hours. 
Its responsiveness was recently put 
to the test following Russia's so-called 
'special military operation' in Ukraine. 
Within 24 hours of Russia launching its 
attack, the NRF was activated for the 
first time in a deterrence and defence 
role by an emergency summit of NATO 
member states, to provide what Gen. 
Tod D. Walters, Europe's Supreme 
Allied Commander (SACEUR) described 
as “enhanced vigilance on NATO's 
eastern flank.“

BEING PART OF THE VJTF IS 
AN ENORMOUS FEAT

By deploying quickly, even during 
the initial stages of a crisis, the VJTF is 
intended to act as a deterrent and thus 
prevent further escalation. But for the 
participating nations, being part of the 
task force is an enormous feat in terms of 
personnel and materiel, as it ties up forces 
in brigade strength for three years — in 
some cases even longer —which means 
they are not available for other missions 

and multinational commitments during 
this period. For the land component of 
the VJTF, NATO requires the provision of 
an operationally ready and self-sufficient 
large military force in the form of a 
combat brigade. "The mission of the VJTF 
land brigade gains additional complexity 
because the NATO NRF is not oriented in 
a specific geographical direction,“ explains 
Brigadier General Alexander Krone, 
who has been commander of the 37th 
Armoured Infantry Brigade "Free State 
of Saxony" with its staff in Frankenberg 
since November 2020. “Rather, the NRF 
is an all-round instrument of NATO 
with a 360-degree approach. The VJTF 
must therefore be able to provide the 
first forces for a potential conflict in an 
unknown territory, which are also capable 
of operating for a limited period of time 
without the support of other units." 

In order to be able to fulfil the 
comprehensive mission required by 
NATO in the best possible way, the large 
mechanised unit will have more than 
12,000 soldiers at its disposal in the VJTF 
next year, of which just under a third 
will also belong to the 37th Armoured 
Infantry Brigade in the basic structure. 
The remaining share of the deployed 
soldiers will be contributed by other 
troop contributions from Germany's 
10th Armoured Division, from other 
military organisational areas as well as 
other NATO contributing  countries 
such as Belgium, France, Latvia, Lithuania, 
Luxembourg, the Netherlands, Norway 
and the Czech Republic.

On the Bundeswehr side, in addition 
to the Army, the military organisational 
units Cyber and Information Space, Joint 
Support Service, Bundeswehr Central 
Medical Service and Air Force are 
represented in the brigade.

The assignment as NRF brigade includes 
a three-year commitment with different 
phases and corresponding stand-by 
periods, the so-called Notice to Move 
(NTM). During the stand-up period in 
2022, the forces must be ready to move 

The NRF is an all-round 
instrument of NATO with 
a 360-degree approach. 
The VJTF must therefore 
be able to provide the 
first forces for a potential 
conflict in an unknown 
territory, which are also 
capable of operating for 
a limited period of time 
without the support of 
other units.
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The Puma IFV is especially adapted to the threats 
and challenges of the modern battlefield and beats 

its predecessor system in command, reconnaissance, 
effectiveness and the support of mounted and 

dismounted forces. (Photo by Ralph Zwilling)
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The German Bundeswehr will field a total of 104 Leopard 2A7V main 
battle tanks. As part of the German VJTF 2023 (Land) battlegroup, 393rd 
Armour Battalion received the first Leopard 2A7V on 15 September 2021. 
(Photo by Ralph Zwilling)

within 45 days. During the Stand-By period 
in 2023, VJTF main forces are required 
to be ready to move within five to seven 
days. The Notice to Move for the Forward 
Forces and Spearhead Battalion is as short 
as two to three days during this period. 

Due to tensions with Russia and at the 
request of the SACEUR, General Wolters, 
the Bundeswehr increased the response 
time of the forces registered in the NATO 
Response Force on 18 February 2022 and 

reduced the operational readiness from 45 
to 30 days. 
 
 IMPROVEMENTS IN STRIKE 
POWER

Originally, the goal was to organically 
secure the VJTF 2023 Land from the 37th 
Armoured Infantry Brigade alone, but 
material movements from outside the 
brigade will also be necessary this time. 
There has already been a considerable 

influx of materiel in many areas already. 
For example, the brigade's night-vision 
capability was significantly enhanced 
through the procurement of additional 
equipment. The MILAN anti-tank guided 
system was replaced by the modern 
MELLS system. 

Significant increases and changes 
can be seen especially in large military 
equipment. The 37th Armoured Infantry 
Brigade received additional GTK Boxers, 
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Transportpanzer 1 Fuchs, Eagle IV and 
Eagle V command and functional vehicles 
as well as Dingo 2 all-protection transport 
vehicles. The engineer forces of the 701st 
Armoured Engineer Battalion from Gera 
already have three of the new Leguan 
bridge laying systems on a Leopard 
2 chassis. Since the official handover 
of the first vehicles on 15 September 
2021, 393rd Armour Battalion from Bad 
Frankenhausen have been equipped with 
a total of 36 of the combat-upgraded 
Leopard 2A7V main battle tanks, resulting 
in a significant improvement in the strike 
power of the German battle group. 

In addition, the 12th Armoured Brigade 
12 "Upper Palitinate," which also belongs 
to the 10th Armoured Division, provides 
two armoured infantry companies of 
the 112th Armoured Infantry Battalion 
from Regen equipped with the new Puma 
armoured infantry fighting vehicle in 
the "VJTF K-Stand" configuration. For 
resupply and transport, the latest versions 
of the unprotected transport vehicles 
(Ungeschütztes Transportfahrzeug - UTF) 
produced by Rheinmetall MAN Military 
Vehicles are available as 5 tonne trucks 
and 15 tonne trucks. 

The personal equipment of VJTF 2023 
(L) soldiers has also been considerably 
improved. They have received new combat 
clothing with protectors, gloves, cold 
and wet weather clothing or functional 
backpack carrying systems. In addition, 
one of the major improvements is the 
equipping of soldiers with modern body 
armour. Russia's war of aggression against 
Ukraine also led to a rapid and radical 
rethink in the ranks of the Bundeswehr 
and its procurement system. 

Thus, on 1 April 2022, the Bundeswehr 
Bekleidungsmanagement, or BWBM, 
which supplies clothing and personal 
equipment, commissioned Mehler Vario 
System to deliver 305,000 pieces of body 
armour in the form of the Modular Ballistic 
Protection and Wearable Equipment 
(MOBAST). The original plans envisaged 
that only about 46,000 MOBAST body 

armours would be procured by 2025. 
At the same time, the Federal Ministry 
of Defence ordered that all soldiers of 
the Bundeswehr be completely equipped 
with the "110-litre backpack system," 
which consists of a large backpack with a 
capacity of 110 litres as well as a smaller 
30-litre deployment backpack and several 
pack liners.

Parallel to the improved equipment, 
the modern Battle Management System 
(BMS) SitaWare from the Danish 
company Systematic was also introduced 
within the 37th Armoured Infantry 
Brigade. Thanks to more powerful 
communication servers and input 
modules, many vehicles of the German 
VJTF Battlegroup will in future be able 
to digitally exchange information and 
situation developments among themselves 
as well as communicate with command 
posts by means of SitaWare Frontline. 
In contrast, the SitaWare Headquarters 
system enables command posts to 
transmit data across levels to improve 
interoperability with NATO partners.

Within the framework of VJTF 2023 
(L), the 1st Company of the 393rd 
Armoured Battalion will be reinforced 
by a reconnaissance platoon with four 
Fennek 1A1 reconnaissance vehicles, a 
mechanised infantry platoon of the 4th 
Company, 292nd Mechanised Infantry 
Battalion from Donaueschingen with 
eight GTK Boxers for qualified anti-
aircraft defence as well as an armoured 
infantry platoon with four Marder 1A3 
armoured infantry fighting vehicles for 
command post protection. 

Originally, the introduction of 10 
GTK Boxers for qualified air defence 
was planned, of which eight vehicles 
were to be made available to the VJTF 
2023 (L). As things stand, however, 
their introduction will be delayed. The 
vehicles are to be equipped with the 
Counter-Unmanned Aerial System 
(C-UAS) from Kongsberg. In addition 
to the 40 mm automatic grenade 
launcher on the Protector RWS remote-

controlled weapon station, this also 
consists of the Spexer 2000 3D Mk III 
radar from Hensoldt. n

ABOUT THE AUTHOR 
Ralph Zwilling has authored 

numerous reports and books for military 
publishers and magazines as a freelance 
journalist and photographer. 

 
 
 
In total, the VJTF Land Brigade for 2023 
consists of 10 battalion equivalents 
as well as another 10 independent 
companies, which represent support 
capabilities such as military police, civil-
military cooperation, NBC defence, 
establishment and operation of 
operations centres, telecommunications, 
IT operations, ground-based air defence 
and operational communications. 
   The combat troop component 
of VJTF 2023 (L) will consist of the 
following four battlegroups:
- A German battlegroup, led by 393rd 
Armour Battalion, Thuringian Lions" 
from Bad Frankenhausen.
- One Norwegian battlegroup, led by 
the Telemark Battalion from Rena
- A Dutch battle group
- The Dutch "Spearhead Battalion."

In addition, VJTF 2023 (L) will 
include a multinational reconnaissance 
unit, a multinational artillery unit, 
a multinational supply unit, a 
multinational medical unit, an engineer 
unit, an army aviation task force and 
brigade units.

VERY HIGH READINESS 
JOINT TASK FORCE (L)  
2023 ORGANISATION

Photo by: Sgt. Hunter Garcia
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nformation is and will 
continue to be a critical 
factor in determining 

operational success on 
the battlefield. There has 
never been more attainable 
information available to 
military forces, with the 
annual volume of data created 
and replicated worldwide 
increasing by over 3,000% 
in the past decade alone, 
according to IDC.

What has changed is 
the way data is processed. 
The dominant method of 
processing data into actionable 
insights today is cloud-
based computing, where the 
processing of information takes 
place in centralised data centres 
in far-flung locations around the 
globe. However, while this form 
of computing has exploded in 
popularity, it is not without its 
limitations, particularly within 
the defence industry. 

This is where distributed 
computing, also known as edge 
computing, has a role to play. 
As the name suggests, edge 

computing is processing which 
is done as close to the source 
of data generation as possible 
(the so-called ‘edge’). Edge 
computing too has a promising 
future. Research company 
IDC forecast that spending on 
edge computing will exceed 
$176 billon in 2022. But, in 
the context of defence, and 
gaining an advantage over one’s 
adversary, edge computing 
offers capabilities which cloud-
based solutions cannot match.

Hostile environments 
with limited-to-no network 
infrastructure are a common 
reality for military forces in 
the field. It’s therefore critical 
that units on the battlefield 
are self-sufficient when it 
comes to communications 
and processing capabilities. 
However, communication 
networks, such as 4G/5G or 
WiFi are far from guaranteed 
on the battlefield. 

It’s these networks that 
provide access to cloud 
platforms, which means 
troops cannot rely on cloud 

Mike Sewart, Group CTO at QinetiQ, explains 
how edge or distributed computing can help 
defence gain a critical information advantage.

platforms (in all scenarios) to 
process their computation 
requirements. What’s more, 
network infrastructures 
are a vulnerable target with 
adversaries, equipped with the 
right technologies, having the 
ability to intercept or disrupt 
these communications. To be 
effective, cloud computation 
requires temperature-
controlled, regularly updated 
server rooms which remain 
under constant watch for 
damaging viruses — a luxury 
that active military forces do 
not have. 

So, what can be used to 
give soldiers the indispensable 
computation power they need 
despite the restrictions cloud 
computing possesses and the 
constant threat of hostile 
electromagnetic interference? 
Distributed computation via 
edge computing.

This capability distributes 
computing power without 
relying on central 
data centres with the 
aforementioned server 
rooms. What’s more, given 
that edge computing devices 
do not need to communicate 
with a centralised server, 
they are far less likely to be 
impacted by electromagnetic 
interference tactics carried 
out by an adversary.

Equipped with edge 
computing technology, a range 
of game-changing capabilities 
become available to military 
forces. Primarily, by carrying 
out their computation on-
platform (instead of sending 
this data back to base for 
processing), soldiers on the 
battlefield benefit from a 
deeper level of stealth as 

GO TO THE EDGE
opinion

there is less reliance on 
communications that can be 
intercepted or manipulated by 
the enemy. 

In practical terms, military 
forces could use drones 
equipped with edge computing 
capabilities to covertly 
scan the battlefield for 
insights, informing battlefield 
intelligence. This additional 
layer of surveillance not 
only protects units from 
exposure to the enemy, but 
also allows them to build 
out a deeper understanding 
of the battlefield, providing 
information advantage. 

However, this is only the tip 
of the iceberg. On tomorrow’s 
battlefield, military forces 
will use artificial intelligence 
(AI) technology to enable 
solutions such as driverless 
combat vehicles. If equipped 
with edge computing, the AI 
software used on the frontline 
can be retrained using the 
data captured from previous 
activities for future operations. 

Equipped with 
edge computing 
technology, 
a range of 
game-changing 
capabilities 
become available 
to military forces.
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developers to maximise success.
As it stands, cloud-based 

systems receive more funding 
and attention than edge-based 
systems. However, there is 
a future in defence where 
cloud and edge computation 
can be used synergistically 
for deployed forces on the 
battlefield. Combining the 
powerful network effects 
of information sharing with 
the localised resilience of a 
platform that does its own 
processing. 

Information will remain 
a contested area which will 

When next deployed, the 
system will take previous 
lessons learned to improve 
its functioning in the field that 
day, effectively making the 
system smarter.

It’s undeniable that AI is 
integral to a modern defence. 
However, an AI system is 
only as good as the amount 
of computing power it can 
access. While the industry has 
been able to depend upon the 
inexorable advance of Moore’s 
Law as a means to access more 
computational power, this 
bedrock of computing theory is 

starting to reach its fundamental 
limits imposed by the size of 
electrons themselves. 

In short — we are coming 
to a point where specialised 
software architectures will be 
required to facilitate the AI-
processing power we need. 

What is needed to progress 
edge computing in defence? The 
edge computing sector is filled 
with hundreds, if not thousands, 
of vendors. With a plethora 
of players in the space, it will 
be crucial that interoperability 
between different systems 
remains a core priority for all 

determine the outcome in 
skirmishes and conflicts to 
come. With the power of edge 
computing, military forces 
can gain the upper hand from 
the get-go, using the ocean of 
information all around us to 
their advantage. n 

 

   Mike Sewart is the current 
Group Chief Technology Officer 
at QinetiQ and has over 20 
years’ experience working with 
technology. Prior to his current 
role, Mike served as the Director 
of Research, Experimentation 
and Innovation.

 (Photo credit: Jennifer Gonzalez Marine Corps System Command)
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STREAMLIGHT® Sidewinder Stalk™  
Multi-Fuel Military Helmet Light with Variable Colour LEDs, Beacon and Aiming Stalk

Sidewinder Stalk,™ released  in 
January 2022, is a multi-function 
military helmet light system 

featuring multiple colour LEDs, an 
Identification Friend or Foe (IFF) beacon, 
a strobe feature, and a flexible stalk for 
aiming light where it is needed.

The light features several attachment 
methods for mounting to helmets or 
MOLLE gear, and operates from multiple 
power sources, including a single CR123A 
lithium, AA alkaline or AA lithium battery. 
On high mode, using a CR123A battery, the 
white LED delivers 76 lumens; on low, the 
light offers three days plus of run time.

The versatile light features a variable 
colour LED housed in a head that is 
mounted to the light’s bendable stalk. 
In addition to bright white light, tactical 
users can select from red, blue, or green 
LEDs in three output modes for low 
light applications such as map reading 
and cockpit navigation, or use the light’s 
IR Illuminator while using Night Vision 
Devices (NVG). An integrated IR IFF 
beacon permits operators to covertly signal 
positioning and movements on the ground.

The Sidewinder Stalk is equipped with a 
spring steel clip which can be attached to 
MOLLE vests or helmet mounts. The light 
is also available in two additional models: 
the ARC Rail™ model, which features a clip 
and mounting plate to fit military helmets 
with the ARC Rail™ mounting system, 
and the E-Mount model, which fits on 
the brims of PASGT, ACH and ECH style 
helmets. The new light will also fit existing 
Sidewinder Compact® II mounts.

“The Sidewinder Stalk combines all 
Sidewinder Stalk
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combat illuminator colours plus 
a signal beacon in a single light 
system, reducing the amount of gear 
needed in the field,” said Streamlight 
President and CEO Ray Sharrah. “It 
offers multiple attachment methods 
for mounting it on military style 
helmets, MOLLE vests or even 
patrol caps for hands-free operation. 
And with its multi-fuel capability, 
users can power the light with a 
CR123A lithium, AA Alkaline or 
AA lithium battery, depending on 
preference and availability. It’s the 
ultimate configurable tactical light.”

The new light uses a white LED 
that offers 76 lumens of bright light 
on high and up to 95 hours of run 
time on low mode when using a 
CR123A battery; with an AA lithium 
or AA alkaline battery, the light 
delivers 57 lumens for 66+ hours 
on low. The light also includes an IR 
LED that provides 5.0 lmW/sr (min); 
a red LED with a 9-lumen output, a 
blue LED that offers 8 lumens and a 
green LED with a 20-lumen output. 
A 3535 IFF IR LED delivers 5.0 
lmW/sr (min) radiant intensity. Each 
of the lighting modes provides three 
intensity levels and a strobe mode.

The Sidewinder Stalk features 
a push-button switch for on/off 
and intensity control, starting at 
the lowest output and progressing 
to the brightest output in three 
discrete steps. A rotating selector 
knob is used to select output 
modes, preventing accidental mode 
changes. The IFF strobe is activated 
by a three-position ambidextrous 
switch. The light also features a 
Safety Lockout Mode. 

The Sidewinder Stalk features a high-impact, super tough 
nylon case, which offers exceptional durability and weather 
resistance, and a long-lasting polycarbonate lens with a scratch-
resistant coating. With O-ring and gasket-sealed openings, the 
light has an IP67-rated design and is dust-tight and waterproof to 
1 meter for 30 minutes. It meets MIL-STD-810H, Method 512.6 
Immersion guidelines. n

PRODUCT FEATURES
Lumens:  76 lumens bright light on high. 57 lumens on low. 
Battery:  Lithium-Ion or AA Alkaline. CR123A battery, 3.20 ounces 
Size:        5.51” / 14cm length 
Weight:   81.65 grams 
Colour:   Coyote

Sidewinder Stalk
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even found its way to Ukraine, as part of 
supplies to Ukrainian soldiers. Within five 
weeks of the war starting in Ukraine,” 
James Kempston, NP Aerospace’s CEO, 
says it delivered 5,000 sets of body 
armour. “The war in Ukraine has shown 
how effective an armoured soldier is on 
their own,” he says. 

Handing me one of the finished 
products from the box, just so I can feel 
how lightweight it is, I jokingly ask him 
whether this is a souvenir for me to 
take home? But Kempston opines: “That 
means one less person is protected.” NP 
Aerospace’s body armour is designed, 
he says so “soldiers can put it on and go 
straight into battle.”

When you’re in the survivability 
business like NP Aerospace is — it also 
supplies combat helmets, shields, bomb 
disposal suits and vehicle armour  — 
attention to detail is everything. Every 
piece of body armour or combat helmet 
that comes off the production line must 
not only end up in the hands of a bona-fide 
soldier or law enforcement operator, they 
must also meet stringent standards — 
including ones NP Aerospace sets for its 
own products, as well as those set by the 
industry — and ballistic testing. “A lot of 

Packed neatly in a box at NP 
Aerospace’s factory in Coventry, 
are hundreds of its ultra-

lightweight body armour plates, covered in 
distinctive camouflaged-patterned carrier 
vests, waiting to be shipped off to any one 
of the 40 countries it sells to. 

The company has supplied over 200,000 
body armour plates to NATO and Allied 
Armed Forces, and its body armour has 

You put NP Aerospace 
body armour, combat hel-
mets or a bomb disposal 
suit on, and you're ready 
to head straight into 
battle, or run a marathon. 
Either way, the company 
says it goes the extra mile 
to ensure soldiers are 
well-protected and return 
home safe to their 
families. 

By Anita Hawser

armoured    
              teeth 

armour manufacturers test their products 
once at the beginning and they might 
never test it again,” says Kempston. “But 
one hundred percent of all body armour 
and combat helmet batches we make get 
destructive and non-destructively tested. 
We go further than the minimum.”

The company’s combat helmets are 
subjected to what looks like some pretty 
intensive ballistic testing. “We test our 
helmets against 10 different types of 
fragments —from a small 9 mm handgun 
to high speed fragments." Combat 
helmets are tested at increasing velocity,  
Kempston explains, showing me a helmet 
with holes in it from where the fragments 
tried to penetrate it. “We have a high 
level of quality control. We go above and 
beyond as we fulfil a lot of Special Forces' 
contracts, so our products are designed to 
be used in rugged environments.” 

If the company’s combat helmets or 
body armour don’t perform as expected 
when it comes to protecting the soldier 
on the battlefield, then the company’s 
reputation is on the line. Every now and 
then Kempston says he gets feedback 
from customers letting him know he and 
his 200 plus-strong team at its UK and 
Canadian operations are doing something 

to the 
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The sixth-generation 4030 ELITE Bomb 
Disposal Suit is designed to provide 
360-degree coverage, even under the armpits. 
(Photo courtesy of NP Aerospace)
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right. “One of the Generals in charge of 
a contract we are delivering, said to me 
recently, ‘Your [Osprey] body armour 
saved my husband who was shot.’ Our 
product helps bring soldiers back to their 
families.”

NP Aerospace, which was formerly 
part of Morgan Advanced Materials until 
a successful buy-out led by Kempston 
in 2018, supplied more than 100,000 
Osprey body armour plates and 
over 200,000 Mk 6 and Mk 7 combat 
helmets for British Army operations in 
Afghanistan, the Gulf, Northern Ireland 
and the Balkans. Its body armour was 
much lighter than previous iterations 
as it used polyethylene instead of heavy 
metallics, which reduced the overall 
weight of the plates by more than 2kg.

“A couple of kilograms less means 
soldiers can manoeuvre more quickly,” 
Kempston explains. “You also see 
enhancements in other things that the 
soldier can carry — more supplies and 
equipment. It means they’re not using 
all that weight just in body armour.” But 
a reduction in weight doesn’t mean less 
protection. Crack mitigation technology the 
company developed means the armour is 
better able to absorb the impact of multiple 
shots, which prevents it from cracking as 
the energy is dissipated. Soldiers love the 
company’s body armour so much, that 
one former Para recently ran the 250 km 
Marathon des Sables in Morocco, wearing 
a 10 kg kit including heavy-duty composite 
ceramic body armour – two plates front and 
back — from NP Aerospace.

The company has even commenced 
R&D concept work on a new form of body 
armour specifically designed to fit the 
body shape of female soldiers. Currently, 
some female soldiers may be less 
protected than their male counterparts, 
as body armour, which must conform 
to certain NATO standards, sometimes 
does not fit them as well due to their 
body shape. Work in this area is still 
ongoing, the company says, but it’s all 
part of a strong ‘human factors’ approach 
that seems to seep through everything 
NP Aerospace does, from helmets and 
body armour, to bomb disposal suits and 
protected vehicle platforms. 

On the bomb disposal side, its 
sixth-generation 4030 ELITE Bomb 
Disposal Suit, was awarded NIJ 0117.01 

James Kempston, CEO, NP Aerospace 
(Photo courtesy of NP Aerospace)

We have a high level of 
quality control. We go 
above and beyond as 
we fulfil a lot of Special 
Forces' contracts, so our 
products are designed 
to be used in rugged 
environments.
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NP Aerospace says its body 
armour is designed so you 
can put it on and go straight 
into combat.
(Photo courtesy of NP Aerospace)

certification to the US National Institute 
of Justice Public Safety Bomb Suit 
standard. NP Aerospace is one of only 
two manufacturers in the world to have 
received such a certification. The suits, 
which are hand-stitched on industrial-
strength sewing machines — the fabric is 
so tough that a normal sewing machine 
won’t even penetrate it — at NP’s 
Coventry factory, feature spine protection 
at the back, which is specified by the NIJ 
standard, but in the front, it also includes 
a patented frontal armour plate, with a 
curved telescopic design, which deflects 
blasts away from the body and critical 
head and neck area. 

“That’s not a spec requirement,” says 
Kempston, explaining that one of the 
major risks to bomb disposal experts is 
decapitation. “Another advantage of the 
suit, is that there is enough flexibility 
to accommodate an operator looking 
under vehicles for bombs.” It provides 

360-degree coverage, says Kempston, 
even under the armpits and groin area 
where there is usually no protection, but 
where bomb fragments can find their way 
in. “It’s one thing meeting a specification, 
but we certainly don’t want someone to 
get injured in one of our products. So, 
we’ll put things in that we and operators 
think are best practise and should be 
included.” The bomb suit has also been 
put through the wringer in various test 
chambers where it is exposed to extremes 
of temperature, humidity, sand, as well as 
chemicals. “There’s a reason EOD suits 
cost as much as cars,” says Kempston. 
“They really are a system of systems.”

 NP Aerospace — the NP part of the 
company’s name stands for National 
Plastics (in the 1920s it was part of 
Courtaulds, which produced the first 
Bakelite spinning box), and the aerospace 
comes from the fact that is used to 
supply seat backs to airlines — doesn’t 

just protect soldiers or bomb disposal 
experts. It also boasts a long history 
in protected vehicle platforms. In 
1992 it produced the world’s first fully 
composite armoured vehicle, the Snatch 
Vixen Land Rover, which was designed 
and fielded in Coventry for operations in 
Northern Ireland.

The vehicle was based on a Defender 
110 chassis. NP Aerospace added a 
lightweight patented composite rear 
body shell, front bulkhead with cab floor, 
and doors manufactured from pressure 
formed fibreglass and resin to protect 
against bullets and ballistic fragments. But 
in Iraq and Afghanistan, the vehicle was no 
match for the IEDs and roadside bombs 
planted by insurgents. That resulted in the 
company being awarded a contract by the 
UK Ministry of Defence to armour the 
Cougar family of patrol vehicles, including 
the Mastiff, Ridgback, Wolfhound and 
Buffalo, acquired by the MoD as part of 
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an Urgent Operational Requirement. NP 
Aerospace applied applique armour to the 
outside of the Mastiffs, and spall armour 
to the inside of the vehicles to supplement 
the proven ballistic performance of the 
base platform.  

Building on the success of its work 
for the Ministry of Defence during the 
wars in Iraq and Afghanistan, not only 
did global defence companies look to NP 
Aerospace for vehicle armour solutions, 
in January 2019, the UK MOD awarded 
NP Aerospace a £63m Protected Mobility 
Engineering & Technical Support (PMETS) 
contract, covering its fleet of 2,200 
Protected Mobility Vehicles up until 
2029. Programme partners include Atkins 

(Systems Safety), ITS (Integrated Logistics 
Support) and HORIBA-MIRA (Vehicle 
Engineering & Test Services). The PMETS 
contract is designed to deliver the highest 
level of frontline protection for the Armed 
Forces by driving continued improvements 
in safety, efficiency, and innovation across 
land platforms. 

Under the banner of the PMETS 
contract, in May 2020, NP Aerospace 
scored other contracts, worth £7 
million, as part of an Urgent Capability 
Requirement to re-engineer the Ridgback 
and Mastiff platforms for the British Army’s 
Operation Newcombe, which is part 
of the UN Multidimensional Integrated 
Stabilisation mission (MINUSMA)in Mali. 

Independent suspension systems were 
fitted to the vehicle, incorporating Ride 
Height Control, along with upgraded 
driveline, steering, braking and central tyre 
inflation systems. With his ‘human factors’ 
hat on again, Kempston says the new 
suspension system substantially improves 
the ride comfort of the 30-tonne Mastiff 
off road, so much so, he says, that you 
could pull up to Starbucks and order a 
coffee without spilling it. 

“The improved mobility and operational 
performance prolongs the life of the vehicle. 
It’s far more capable and able to traverse 
previously inaccessible offroad terrain. 
Soldiers are not exhausted and fatigued, 
which makes them more effective.” n

NP Aerospace's off-road mobility upgrade NP Aerospace's off-road mobility upgrade 
for British Army operations in Mali, has the for British Army operations in Mali, has the 
potential to extend the life of the Ridgback. potential to extend the life of the Ridgback. 
(Photo courtesy of NP Aerospace )(Photo courtesy of NP Aerospace )

 

. 
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sako trg m10 - Multicalibre Sniper Weapon
Sako

Calibres available: .308 WIN / .300 WIN MAG / .338 LAPUA MAG

TRAIN COST EFFICIENTLY 
Save critical equipment for the mission at hand 

• Calibre change kit will do the job. There’s no need for 
separate training weapons anymore. Constantly tightening 
environmental restrictions and calibre limitations on 
military shooting ranges and training areas brings increased 
challenges to the long distance shooting community. 

• The modular concept of the Sako TRG M10 overcomes 
these challenges by enabling the use of smaller calibres 
for training and full power calibres for active missions. 

• Extend the service life of the system through decreased 
amount of wear (sustained by mission specific heavier 
calibres). Use of smaller training calibres reduces overall 
ammunition expenses. 

SAKO’S MULTI-CALIBRE CAPABILITY
Threat situations evolve constantly, therefore Sako TRG 

M10 has been designed to provide a Modular Multicalibre 
Capability enabling the operator to change barrel and calibre 
in field conditions within minutes and without the use of any 
special tools or equipment.  There is no need for conventional 
workshop tools as all necessary tools are included in the rifle. 
With the bolt being the primary tool, other small tools are 
stowed in the fore-end.

Sako TRG M10 is a bolt action, manually operated, 
magazine-fed, sniper weapon that is available in hundreds 
of configurations. Among other features, Sako TRG M10 

offers several different calibres and barrel lengths. The rifle comes 
with a high-capacity magazine. 

The modular and configurable design of the Sako TRG M10 
allows the operator or armorer to quickly change configuration, 
barrel or calibre separately or simultaneously enabling the 
weapon to be tailored into mission-specific configurations. 

MISSION SPECIFIC VS. MULTI-ROLE 
A rifle that adapts into every situation 

• Mission specific configurability and true multi-role 
capability is offered through Sako TRG M10 in a single 
weapon system. 

• Rapid adjustments and modularity of the Sako TRG 
M10 enables personalisation and easily transforms the 
weapon according to operator preferences. 

• A high level of configurability easily converts the Sako 
TRG M10 from a true long-range precision rifle into a 
compact and maneuverable piece of equipment. 

• Reduces burden on the operator as there’s no need to 
carry an excessively equipped rifle when weight and 
balance can be optimised for mission success. 
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Sako TRG M10 has distinctive visual and tactile indicators for 
respective calibres. Identification of calibre-specific components 
can be done from grooves on barrels and bolt bodies and circles 
on magazine base plates. 

Calibre conversion on Sako TRG M10 is done through a calibre 
change kit consisting of three components: barrel assembly, 
complete bolt, and magazine. Every TRG M10 barrel assembly is 
factory set, tested and fully compatible with any TRG M10 rifle. 
No gauging, nor adjusting is necessary. The bolt is always supplied 
as a complete assembly in the calibre change kit, to eliminate the 
risk of losing or mixing up critical parts. 

Sako TRG M10 was engineered to allow the operators to carry 
out most of the individual configuration, maintenance and repair 
tasks. This ensures minimised downtime for equipment going 
through higher maintenance levels. 

SAKO CARTRIDGES
Today’s Sako cartridges have been developed for maximum 

accuracy, performance and reliability. Uniform quality is achieved 
by using only components and materials of the highest quality as 
well as by uncompromised testing and quality control.

Continuous field and ballistic laboratory tests assure maximum 
accuracy, performance, stopping power and reliability for Sako 
military and law enforcement cartridges. Thanks to close co-
operation with customers, Sako can offer better solutions for future 
challenges and develop new products for demanding applications.

TRAINING 
Traditional full metal jacket (FMJ) training cartridges are 

designed for limited range training. Training cartridges are designed 
to be operated in both bolt action and semi-automatic rifles. 
These cartridges have good accuracy in well-constructed firearms.  

PRECISION 
Match grade ammunition represent the best possible accuracy 

for long-range shooting. These cartridges are loaded with high 
BC (ballistic coefficient) hollow point boat tail bullets or full metal 
jacket boat tail bullet to achieve maximum accuracy performance.  

SUBSONIC 
Sound suppressors with corresponding subsonic ammunition are 

provided for special operations when weapons need to be fired as 
quietly as possible. These products are special orders only, requiring 
specific data from the customer, which includes the manufacturer 
and type of weapon, barrel length, and barrel twist rate.  

TACTICAL
Sako tactical line bullets are designed to have maximum stopping 

power. Minimised risk for over penetration, engineered especially 
for soft targets. Tactical ammunition is loaded either with soft 
point, bonded soft point or expanding solid or no-expanding solid 
bullets. Tactical bullets should be chosen according to the intended 
use and  Sako has a wide range of products to suit different targets. 

Calibre exchange tool integrated into bolt. All additional Torx- keys integrated in tool compartment.
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cooperation provides Sako with the unique capability to offer 
comprehensive, all-encompassing solutions and systems for our 
customers.

ABOUT BERETTA DEFENSE TECHNOLOGIES
Beretta Defense Technologies is the strategic alliance of 

four Beretta Holding companies: Beretta, Benelli, Sako and 
Steiner that supply services and products to Military and Law 
Enforcement operators around the world. 

These companies are globally renowned for decades of 
expertise and leadership in their respective fields, state of the art 
machinery and extensive R&D capabilities. Together, they offer 
one of the most complete offerings in the industry: including 
various firearms, ammunition, optics and electro-optics as well as 
tactical clothing. n

 

www.sako.fi
www.berettadefensetechnologies.com

SAKO COMPANY’S HISTORY
Established in 1921, Sako has an eventful history. The 

company was first created to refurbish and service firearms for 
the Civil Guard in Finland. The workshop was initially called 
Suojeluskuntain Ase- ja Konepaja Osakeyhtiö (Civil Guard Firearm 
and Engineering Co.) and in 1927 became a limited company 
with its name abbreviated to the acronym, Sako. The company 
has played a key role in Finland’s defence and has been a trusted 
supplier to dozens of defence departments around the world.

For 100 years Sako has developed world-class military, 
target, and hunting rifles, as well as cartridges. Our reputation, 
high-quality products, and credibility are rooted in the unique 
skills of our employees and in their professional pride. Over 
a period of 100 years, the company has grown by focusing on 
internationalisation, the excellence of its products, honouring 
its dedicated craftsmen and personnel, and providing innovative 
solutions for the needs of its customers.

In 2000, Sako joined Beretta Group, a company with unique 
firearms traditions reaching all the way back to 1526. This 

Visual and tactile indicators for calibre identification. Quick calibre exchange without fitting, adjustment or gauges.

Sako’s roots are deeply set 
in the Defence Industry. 

For over 100 years, Sako 
has developed world-class 

military, target and hunting 
rifles, as well as cartridges. 
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A montage of footage of the Bayraktar TB2 MALE UAV in action in Ukraine, including an attack on a Russian fast attack boat.
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Up In 
the AirAir

Everything Is 

One of the earliest signs that 
President Putin would not have 
the quick victory he so craved in 

Ukraine was the inability of Russia to bring 
large numbers of troops in by air to encircle 
and capture the Ukrainian capital Kyiv. 

Since this failure, Russia has been unable 
to gain air superiority over Ukraine 
despite, at least on paper, having far 
superior air forces in both numbers and 
technology. Delivering the annual Sir 
John Slessor Memorial Lecture in the 
UK House of Commons on 16 May, the 
UK Chief of Defence Staff, Admiral Sir 
Tony Radakin, attributed Russia’s failure 
to operating in ‘silos’ with different arms 
of the Russian military having failed to 
coordinate with one another.

 Alongside calls for extra land equipment 
such as Main Battle Tanks, Ukraine has 
requested that its Western allies provide 
additional fighter aircraft and air defence 

systems. A successful transfer however 
has been that of US manufactured Stinger 
missiles in addition to the advanced 
Starstreak man-portable air defence system 
(MANPADS) from the UK. Several social 
media videos of Russian helicopters being 
shot down by these MANPADS have gone 
viral during the course of the conflict. For 
longer range engagements, Slovakia has 
donated its S-300 Surface-to-Air Missile 
(SAM) system to Ukraine. Russia by 
contrast operates the more modern S-400 
SAM ,which was controversially purchased 
by Turkey in 2017.

According to Howard Wheeldon, an 
independent defence analyst, “[the war 
in] Ukraine teaches us that once again 
control of the air remains crucial and 
should always be the number one priority.” 
The war has also seen NATO member 
countries reassess their air power needs. 
For example, Germany, abandoned plans 

to replace its legacy Tornado aircraft 
fleet with F/A18 Super Hornets, instead 
deciding to purchase the F35 Lightning II 
from the US. In a recent conversation with 
The Atlantic Council, Jim Taiclet, CEO 
of Lockheed Martin, which manufactures 
the F-35, attributed the aircraft’s recent 
export success (Switzerland and Finland 
have also agreed  to buy the aircraft) 
to the capabilities the fifth-generation 
aircraft brings. Wheeldon says the German 
government “knew it had to act to bolster 
air power capability well before Ukraine 
but … some of the politics of delay have 
been removed by the surprise created 
by Russia’s unprovoked attack and by the 
threats made by Putin to NATO allies and 
Finland and Sweden.”

Another facet of Russia’s inability to 
break Ukrainian resistance comes in 
the form of Unmanned Aerial Vehicles 
(UAVs). One of the most noteworthy 
is the Turkish Bayraktar TB2 Medium-
Altitude Long-Endurance UAV. The TB2 
has a maximum endurance of 27 hours 
and an operational ceiling of 18,000 feet 
and features a mix of Turkish sub-systems, 
including MAM-L smart micro-munitions 
from Roketsan. “These drones have 
helped tip the balance for the Ukrainian 
side,” says Kadir Dogan, founder of Blitz 
Systems, a provider of subsystems for 
unmanned aerial vehicles. “No one can 
deny this.” Dogan, who knows the TB2 
well, says one of its most impressive 
features is its auto-pilot triple redundancy. 
“If one of the autopilots is damaged you 
can use the second or third,” he explains. 
It also features anti-jamming capabilities, 
and is much quicker to launch than 
equivalent US-made systems, but Dogan 
says he was surprised by how well the TB2 
has performed against Russian air defences 
in Ukraine. 

Before the war, which has awarded 
the Turkish UAV almost superstar status 
— Ukrainan forces have even composed 
a song in the Bayraktar's honour — the 
TB2 was largely known for its role in the 
2020 Nagorno-Karabakh war between 
Azerbaijan and Armenia. Azerbaijani forces 

Umanned Aerial Vehicles, of all shapes and sizes, as well 
as MANPADS, have featured prominently in the war 
in Ukraine. The war has also forced NATO members 
to reappraise their air power capabilites. As the saying 
goes, air power may not win wars, but it sure doesn’t 
lose them either.  
 
By Jack Richardson
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used the UAV to destroy enemy defences, 
in addition to providing identification and 
targeting data. However, some critics 
claimed the TB2’s performance was 
overrated as it was mostly used against 
armies that did not have good air defence 
systems, or in proxy wars like that fought 
between the Libyan National Army, led 
by Khalifa Haftar and Government of 
National Accord forces. 

Ukraine acquired the TB2 from Turkey 
in 2019 and has used it to prosecute 
both Russian armoured vehicles and fast 
attack boats in the Black Sea. The UAV 
was used to attack Russian positions on 
Snake Island, including an attack on two 
Russian Raptor patrol boats. “It’s proved 
that UAVs can be used in a real war even 
against [military] superpowers,” says 
Dogan. Despite the effective deployment 
of UAVs, Wheeldon sounds a cautionary 
note: “Ukraine has seemingly shot down 
Russian UAVs and that may show a level 
of vulnerability of such weapons that we 
need to better understand.”

Scott Boston, a senior defence analyst at 
the RAND Corporation, says no one has 
been able to explain to him how the TB2s 
are getting close enough to kill Russian air 
defence systems. “Do they have amazing 
intelligence? Are they getting shot down 
a lot and we just aren’t hearing about it? 
They are decent little UAVs for what they 
are, but there are a lot of air defence 
radars in Russian land force formations. 
This is one of those areas where we may 
not hear for a while (or ever) what was 
going on to make these things work. The 
details that matter are probably not going 
to be made known to us until they don’t 
matter anymore.”

TECHNOLOGY THAT GREW 
UP IN IRAQ AND SYRIA

Alongside the use of MALE UAVs for 
reconnaissance and attack, the war in 
Ukraine has also seen the first large-
scale use of loitering munitions. This 
refers to UAVs that after take-off, fly 
to a designated area and then hover or 

loiter, looking for hostile targets. At the 
instigation of a human operator, they can 
then cut their engines, using electronic 
guidance to prosecute a target that 
presents itself without knowledge of the 
drone’s presence. 

Ukraine has also turned to improvised 
UAVs. The UK’s Daily Telegraph newspaper 
reported that Ukrainian forces had fitted 
Soviet grenades dating back to the 1950s 
with 3D-printed guidance fins and dropped 
them from commercial drones. 

Ukraine claims these improvised 
drones destroyed several Russian pick-up 
trucks fitted with machine guns. “It feels 
like Ukraine is exploiting technology 
that grew up in Iraq and Syria,” says 
Peter Hoare, a former Royal Navy Lynx 
helicopter pilot who is now part of 
the Air and Space Power Group at the 
Royal Aeronautical Society. ISIS used 
commercial drones fitted with explosives 
to attack US forces in Iraq and Syria. 
Countering UAVs is now a major force 
protection risk, adds Hoare, and Russia 
has been no more able to stop smaller 
drones, than medium or larger models.

As the war has progressed, UAVs have 
not just been confined to kinetic strikes. 
In an address to the Ukrainian Parliament, 
British Prime Minister Boris Johnson 
offered Ukraine extra assistance, including 
electronic warfare equipment and UAVs 
for logistics. It has since transpired that 
he was referring to a UK company called 

Malloy Aeronautics, which produces 
quadcopter UAVs which range in size 
(the largest can carry up to 180 kg for 
distances in excess of 70 km) to supply 
troops on the frontline. 

In 2020, these aircraft were used 
to resupply the UK Royal Marines 
as part of experiments to create the 
Future Commando Force. Given the 
vulnerabilities of infrastructure in 
Ukraine, particularly in areas such as the 
besieged city of Mariupol, if deployed, 
this equipment would be a significant 
innovation in the use of UAVs for 
logistics. Hoare says this could have 
implications for procurement beyond 
Ukraine as outside governments and 
contractors can send equipment to where 
it is needed, quickly.  

Russian President Vladimir Putin 
stopped short of declaring full-scale war 
against Ukraine in his Victory Day address 
on the 9 May, instead maintaining his 
now infamous ‘special military operation' 
terminology. The war could last for several 
more months at least with no obvious 
outcome on the horizon. 

Air power has shown itself to be 
fundamental to the conduct of modern 
war, in this case, allowing a country under 
threat, to repel an aggressor. Above all, 
it demonstrates that as Russia continues 
to advance with high-end technology, the 
West must continue to invest in this area 
to keep pace. n

A Ukrainian TB2 Bayraktar: The MALE UAV has gained notoriety given the role it has played in taking 
out Russian air defence systems, armoured vehicles and fast attack boats. (Photo: Ukrainian MoD)
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T
here are two drone wars 
underway in Ukraine and 
the Ukrainians are winning 

them both. 
In deploying Turkish-built 

Bayraktar TB2 unmanned 
air vehicles (UAV) on the 
battlefield, a relatively 
conventional UAV, the 
Ukrainian armed forces have 
learned the lessons of 2020 
when this drone was an easy 
target for Libyan National 
Army air defence systems. 

In Ukraine, the TB2 has 
steered clear of well-defended 
static targets and instead been 
used to hit remote armoured 
units, in close coordination with 

electronic warfare systems. 
These now integrate data on 
Russian air defence systems 
learned during the Nagorno-
Karabakh conflict and have 
played a major role in nullifying 
Russian attempts to detect the 
TB2 threat and jam it.

In the second drone 
war, Ukraine forces have 
also deployed swarms of 
commercially-available 
quadcopter small unmanned 
air systems (sUAS), such as 
the DJI Phantom 3, armed 
with fragmentation grenades 
or mortar rounds, which 
they have been able to use 
with sniper precision against 

No longer just the play thing of terrorist cells, 
small unmanned air systems armed with 
grenades or mortar rounds have been used 
to great effect by Ukraine. So what does this 
mean for C-UAS systems, asks Philip Butter-
worth-Hayes, which so far have proved to be 
no match?

Russian vehicles and troops, 
uploading the footage of their 
victory spoils onto Twitter 
within a few minutes. It is not 
yet possible to measure the 
impact of these images on the 
morale of both sides, but it is 
bound to be considerable.

These small drones are 
also flying decoy missions 
against Russian air defence 
units, though probably with 
less success because Russia’s 
counter-UAS radars are having 
huge difficulty tracking these 
small objects in the first place.

The lessons from Ukraine 
have underlined the huge 
and growing sUAS challenges 
facing mobile short-range air 
defence (M-SHORAD) system 
designers and operators. 
As the US Department of 
Defense 2021 Counter Small 
UAS Aircraft Systems Strategy 
acknowledged: “Materiel 
solutions alone cannot counter 
the sUAS threat or mitigate 
hazards. We must integrate 
active defenses, passive 
defenses, or a combination 
along with materiel and non-
materiel solutions using a 
risk-informed, tiered approach 
to ensure the protection and 
defence of our personnel, 
assets, and facilities.”

The bottom line is that the 
technology does not yet exist 
for mobile battlefield units 
to deploy at scale affordable, 
robust and reliable sUAS 
detection systems. On paper 
at least, Russia’s C-UAS 
capabilities are formidable. 
Air defence battalions are 
integrated into every combat 
brigade and equipped with new 
C-UAS capabilities, including 
the Pantsyr-S1M and Tor-M2 

WHY SMALL DRONES 
CONTINUE TO BE THE BIG 
AIR DEFENCE CHALLENGE

opinion
air defence systems, Igla and 
Verba infrared-guided man-
portable air defence systems 
(MANPADS) Stilet and Stupor 
portable C-UAS rifles, along 
with Borisoglebsk and Zhitel 
electronic warfare (EW) 
systems and R-934BMV and 
Silok-01 jammers. 

There are four distinct 
capabilities required of a 
C-UAS system: early threat 
identification (harvesting and 
integrating data from a variety 
of sensors including radar, 
acoustic and RF detection 
systems), threat classification 
(based on artificial intelligence 
and a database of known drone 
characteristics), optimised 
mitigation methods (jamming, 
spoofing, capturing in a net, 
shooting down via directed 
energy and more conventional 
weapons or via a counter-
drone drone), all integrated 
within an effective command 
and control network.

The lessons 
from Ukraine 
have underlined 
the huge and 
growing sUAS 
challenges facing 
mobile short 
range air defence 
(M-SHORAD) 
system designers 
and operators.
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multiple-year contract to SAIC 
and Liteye Systems to integrate 
the company’s SHIELD C-UAS 
payload in the US Army 
(RCCTO) High Energy Laser 
(HEL) prototype effort. 

In February 2022, 
Rheinmetall announced details 
of its Skyranger 30 HEL 
programme, capable of laser 
outputs of 20kW now, 100kW 
later. “Here, the interplay of 
a 30 mm automatic cannon, 
guided missiles, and a HEL 
results in a mix of effectors 
unique in this combination,” 
said the company.

And there are now 26 C-UAS 
directed energy programmes 
under way around the world 
— most of them laser-based 
systems. Outside the US, 
France and Germany, the Middle 
East has recently become a 
global centre for development 
and deployment of directed-
energy C-UAS systems, with 
research and deployment taking 

While Russia has been able 
to deploy highly successful 
C-UAS air defence systems 
in Libya and Syria to defend 
static targets, its mobile 
Pantsyr-S1M air defence 
system — developed as a 
single unit to protect against 
aircraft, helicopters, precision 
munitions, cruise missiles and 
UASs – has proved unable to 
provide the kind of defence 
against sUAS for which it was 
designed. Russia is not alone 
in finding detection of small 
drones, either singularly or 
in swarm formations, a tough 
technical challenge.

According to a Blighter 
Surveillance Systems Short 
Range Air Defence (SHORAD) 
White Paper published in early 
2022: “The most difficult threat 
for radar sensors currently is 
low, slow speed drones with 
a small radar cross section. 
Features on drones, especially 
rotary winged drones, can 

affect detection where for 
example the rotors create 
Doppler side bands that are 
well separated from the body 
echo, and these side bands may 
be used to detect targets rather 
than the body echo, even when 
the drone is hovering or flying 
tangentially to the radar.”

Researchers are having to 
think increasingly laterally to 
find solutions to the problem 
of early detection of small 
drones. In Australia, for 
example, researchers have 
reverse engineered the visual 
systems of hoverflies to detect 
drones’ acoustic signatures 
from almost four kilometres 
away. But for many defence 
departments the best solution 
to the sUAS problem is to give 
their forces new short-range 
weapon systems to use against 
sUAS which have avoided 
early detection.

In October 2021, the US 
Army awarded a $5.5 million 

place in Israel, Saudi Arabia, 
Turkey and the UAE. 

There are also 12 net 
capture drone systems on 
the market and 23 types 
of intercept drones under 
development or deployed; 
one of the most remarkable 
of these is the Lockheed 
Martin MORFIUS armed 
drone equipped with a High-
Powered Microwave (HPM) 
weapon. MORFIUS units are 
launched at hostile drones, 
or drone swarms, and then 
disable them in close proximity 
with potentially a gigawatt of 
microwave power.

Will these esoteric new 
C-UAS weapons turn the tide 
against the small drone threat? 
It will depend, of course, on 
how widely they become 
available across the battlefield 
and how the sUAS threat 
evolves. At the moment, the 
cards are all with the small 
drone operators. n

 
 

Philip Butterworth-
Hayes is the editor 
and publisher of www.
unmannedairspace.info. His 
background includes posts as 
the director of communications 
and strategy at the Civil Aviation 
Navigation Organization (CANSO) 
in Amsterdam, the launch editor 
of the European Defence Agency’s 
European Defence Matters, 
founding editor of Jane’s Aircraft 
Component Manufacturers, 
Jane’s World Airlines and Jane’s 
Airport Review, a former editor 
of Interavia Aerospace Review, 
Airports International, Jane’s 
Defence Industries, Jane’s Military 
Aircraft and several unmanned air 
system publications. 

The Pantsyr-S1 anti-aircraft missile and gun system (Photo: Rosoboronexport )
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Industry 4.0 has enabled some dramatic changes for the 
manufacturing of products, machinery, and equipment. In 
Aerospace & Defence manufacturing, changes have been 

seen mostly in areas such as the creation and assembly of items 
by components, used in the complex manufacturing of military 
platforms such as aircraft. 

In shipbuilding there have been some key enabling Industry 4.0 
players when it comes to the technology—think 3D printing, AR/
VR, digital twins, and artificial intelligence. But shipbuilding spans 

so many disciplines, combining construction, project management 
and manufacturing, that it takes complexity to a whole new level. 
 
IT’S TIME TO GO DIGITAL FOR SHIPBUILDING 
AND THE BENEFITS ARE PLENTIFUL

Maritime 4.0 is explained by the Australian Industrial Transformation 
Institute: (https://www.flinders.edu.au/content/dam/documents/

research/aiti/The_Digital_Shipyard_Opportunities_and_Challenges.

pdf) “In line with all other forms of manufacturing, Industry 4.0 

Maritime 4.0 is powering digital shipyards 
into the future
The new wave of digital transformation for the shipbuilding industry 
Matt Medley, Industry Director, A&D Manufacturing, IFS (https://www.ifs.com)
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offers a vision for transformation of the shipbuilding industry 
though the establishment of ‘Digital Shipyards’ and adoption 
of a ‘Shipyard 4.0’ agenda. It is important to acknowledge just 
how transformative such a vision is and how challenging it will 
be to realise. The motivations and drivers must be powerful 
and the benefits extensive. The ideal of Digital Shipbuilding 
and importantly, sustainment, is propelled by the prospect of 
significant improvements in productivity, efficiency, reliability, 
quality and safety.”  

MARITIME 4.0 EXPLAINED
Research  and Markets (https://www.prnewswire.com/news-

releases/insights-on-the-digital-shipyard-global-market-to-2027---by-

capacity-shipyard-type-technology-digitalization-level-process-end-user-

and-geography-301209288.html) data sees the digital shipbuilding 
sector poised for explosive growth—from $591 million in 2019 to 
$2.7 billion by 2027, with an impressive 21.1% compound annual 
growth rate.

Success or failure of Maritime 4.0 implementations depends on 
addressing four critical areas:  

1. Complex projects and long-term investment
Manufacturing a sea vessel is more akin to managing a full-scale 

construction project than traditional manufacturing of parts and 
products. Consider the latest aircraft carriers currently in service 
and under construction such as the US Navy Gerald R. Ford class. 
The USS Gerald R. Ford (CVN 78) features a 78m-wide flight 
deck equipped with an electromagnetic aircraft launch system 
and advanced arresting gear. The carrier has the capacity to carry 
more than 75 aircraft and can accommodate 4,539 personnel.

Manufacturing such a complex asset requires supporting 
systems to effectively manage a full-scale construction project. 
Even commercial shipbuilding comes with its own set of 

complexities—stringent import/export rules that vary by country, 
new requirements for infectious diseases, and high labour costs, 
just to name a few. Global competition is fierce—more than 90% 
of global shipbuilding takes place in just three countries— China, 
South Korea, and Japan. 

Getting to grips with such complexity needs the support of 
an industry-specific and enterprise-breadth system. These kinds 
of complex builds take years to complete and must be managed 
extremely closely from a time and cost perspective. 

It means managing supply chain processes to optimise scarce 
resources and parts that are delivered from multiple tier two 
and three manufacturers around the world. It means asset 
management functionality that can manage maintenance, repair 
and overhaul (MRO) throughout the lifecycle of a vessel for those 
shipbuilders who continue to support asset management after 
initial construction and deployment. 

2. The level of complexity means the big picture is key
Naturally, the transformational technologies that are an 

essential part of Industry 4.0 will play a defining role in Maritime 
4.0 strategies—and taking advantage of these technologies 
requires digital transformation. In response, major naval forces 
have been taking steps to digitise in recent years. 

In 2017 the UK Royal Navy announced project NELSON 
(https://defencedigital.blog.gov.uk/2019/11/21/nelson-royal-navys-

data-digital-programme/), specifically designed to deliver digital 
transformation across the service. Likewise, the US Navy has 
made great strides with its Naval Operational Business Logistics 
Enterprise (NOBLE) project (https://www.dacis.com/budget/budget_

pdf/FY18/RDTE/N/0604231N_104.pdf). The programme will eliminate 
over 700 database/application servers and consolidate over 23 
currently isolated application systems.

Any successful naval or maritime digital transformation 
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programme means putting in place a full Integrated Data 
Environment (IDE) requiring close collaboration from military 
organisations, industry players and software providers. 

Take IFS customer, submarine and warship builder ASC, 
Australia’s largest defence prime contractor, which recently 
announced a company-wide digital transformation programme.    
   The programme will set the ground for the ASC transition to 
becoming a digital shipyard, facilitating more streamlined processes, 
enhanced integration between systems, and the expanded use of 
real-time data optimising decision-making across the organisation. 

3. Cybersecurity is a must in shipbuilding 
But the IDE and digital backbone supporting Maritime 4.0 will 

not come without its challenges—and cybersecurity will be just 
as pervasive in the shipbuilding sector as in any other. This is 
recognised by a recently published US Congressional Research 
office paper on US Navy force structure and shipbuilding plans: 
(https://sgp.fas.org/crs/weapons/RL32665.pdf) 

“The digital thread from manned ships and autonomous 
platforms provides enormous opportunities for efficiencies in 
coordination, operation, maintenance, and cyber-resilience. 
However, this thread of critical data, including location, heading, 
and platform health, presents one of the biggest opportunities 
for cyber threats and cyber-attacks to Navy vessels. End-to-
end cybersecurity and anti-tamper technology need to be 
addressed for a wide range of systems, from small man-portable 
autonomous vessels to systems as large as carrier groups.”

The defence sector is well ahead when it comes to 
cybersecurity best-practices—and shipbuilders servicing military 
customers will need to ensure compliance with strict regulations. 
Regulatory-compliant software can be a key differentiator when 
bidding for ship manufacturing contracts. 

Enterprise software should be a strategic enabler for information 
assurance and cybersecurity. It should be designed from the ground 
up with security in mind, and address risks and threats throughout 

all phases of the software 
development lifecycle. 
 
4. Maritime 4.0 puts a 
positive spotlight on 
sustainability

The International Maritime 
Organization (IMO) is 
spearheading an industry-wide 
effort (https://www.imo.org/en/

MediaCentre/HotTopics/Pages/

Reducing-greenhouse-gas-emissions-

from-ships.aspx) to accelerate 
a major fuel and technology 
transition in response to the 

climate challenge—its goal is to reduce annual CO2 emissions by 
at least 50% by 2050. Military forces are also looking at greener 
operations for newly built ships. The UK Royal Navy has recently 
implemented a catalytic reduction system (https://www.royalnavy.

mod.uk/news-and-latest-activity/news/2021/december/29/20211229-

green-ships) in two of its newest warships that reduces emissions 
of nitrogen oxide by up to 97%.

One recent academic paper (https://www.mdpi.com/2071-

1050/12/16/6373) from the Department of Mechanical Engineering 
and Industrial Design at Cadiz University highlighted 12 key 
Industry 4.0 technologies as most impactful to make the 
shipbuilding supply chain more sustainable—including additive 
manufacturing, big data analytics, augmented reality, and more.  

ENTERPRISE SOFTWARE BRINGING 
GREENER PRACTICES TO THE INDUSTRY 

Good supply chain optimisation can help manage composite 
materials and new manufacturing techniques that will drastically 
reduce unnecessary emissions.

Again, IDE has a key role to play here. When shipbuilding data 
is funnelled through one system, enterprise software can assign 
a sustainability score to every process across a shipbuilding 
organisation’s value chain. 

MARITIME 4.0 – THE START OF A BRIGHTER 
FUTURE

Maritime 4.0 and digital shipyards have a strong future for both 
commercial and military shipbuilders. This digital shift, however, 
comes with a high level of complexity of not just components, but 
with overall project management and the level of data involved, 
all of which supersede traditional ways of A&D manufacturing. 
The need for a move towards an integrated data environment 
has never been stronger, and for ship manufacturers and naval 
organisations to capitalise on efficiency, security and sustainability, 
the industry needs to move fast. n 
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air systems - drone swarms

What's all the 
BUZZ ABOUT?

Drone swarms have been 
creating a lot of buzz in 
military circles for some 
time. But now, thanks to 
technological advances, it 
is rapidly becoming reality, 
with Israel’s ground forces 
declaring them to be an 
operational priority. 
 
By Arie Egozi

Different types of advanced 
drones participated in the 
MoSAIC demo. 
(Photo credit: Black Box Media)

Until recently, drone swarms 
seemed like a scene out of a 
science-fiction movie. Not 

anymore. The Israeli Defence Forces (IDF) 
are set to become the first regular force 
to implement the use of drone swarms 
–  groups of different types of drones that 
work together to accomplish different 
goals by communicating with one another 
and assisting other members of the swarm 
– for combat missions. This, while Iran and 
some of its proxies are reported to be 
using the same technique to try and attack 
some Gulf States and Israel. 

The IDF’s decision has been made and 
the command of the ground forces is now 
evaluating the operational options with 

some Israeli companies. What’s changed— 
new developments in drone or unmanned 
systems technology, the proliferation of 
drones and changing operational needs.

Not many armed forces can afford to 
purchase larger, Medium-Altitude Long 
Endurance or MALE UAVs, which can 
carry multiple sensors and payloads to 
satisfy the needs of different ground and 
air forces simultaneously. 

However, smaller armed UAVs, that can 
be operated by an individual soldier or 
groups of soldiers, and that can be rapidly 
fielded and deployed, could be a force 
multipler in a combat environment. 

Until recently, there were doubts 
about the capability of drone swarms 

and their ability to perform a mission. 
That was solved by developing advanced 
AI-based flight control systems that keep 
the swarm in the needed “form,” and 
other technological enhancements such 
as the maneuverability of the swarm, its 
immunity against anti-drone systems, and 
the capability to perform one mission 
when each drone is performing as a stand-
alone to achieve the desired performance. 

When the operational demands of 
a drone swarm are backed by these 
kind of advanced technologies, drone 
manufacturers are more confident to offer 
the performance of missions with large 
swarms of drones. Israeli industry wants 
to take advantage of technology that 
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The US 11th Armored Cavalry Regiment and the 
Threat Systems Management Office push through 
a swarm of 40 drones through the town during the 
battle of Razish, National Training Centre, 2019.  
(US Army photo by Pvt James Newsome)

enables the operational cooperation of 
some drones.

In the near future, we can expect to see 
swarms of drones performing different 
types of missions even those considered 
complicated. A swarm can be used to 
locate a target and then hit it with different 
types of weapons, but details of possible 
missions are classified. While companies 
in many countries have developed the 
capability to operate drone swarms, some 
like Iran are already using armed drone 
swarms for attacking Gulf States. Another 
effort is to export these armed drones to 
countries and organizations that operate as 
Iran’s proxies. 

The most well-known attack using a 
drone swarm was launched by Houthi 
forces on two key Saudi Arabian oil 
processing facilities in 2019. According 
to the Atlantic Council, since the war in 
Yemen began, Houthi forces have started 
using “fire explosive-laden drones” based 
on components from Iran to target 
civilian areas and critical infrastructures. 
Last January, satellite imagery reportedly 
showed, experts say, the deployment of 
Iranian Shahed-136 loitering munitions in 
the northern Yemeni province of Al-
Jawf. It is believed they were being put in 
position to launch an attack, potentially 
against Israel. 

When one considers the geostrategic 
implications of Iran’s September 2019 
drone swarm devastation of Saudi Arabia’s 
oil fields, the need for effective anti-drone 

systems is abundantly clear. But, so far, the 
focus of these counter-UAV systems has 
been on detecting and killing a single drone. 
However, the threat has changed. Iran has 
turned armed drones into an imminent 
threat. Last year, an Israeli Air Force F-35 
reportedly shot down two Iranian UAVs 
that were about to enter Israeli airspace. 
The threat of armed drones has even 
resulted in the formation of an anti-Iranian 
drone “coalition.” The members of this 
coalition are said to include countries 
like Israel, the US and some Gulf states 
that have been attacked by Iranian armed 
drones. The UAV and drone threat is here 
in full force and will grow, say experts, to 
something that can cause casualties and 
damage in different scenarios. 

HACKING MULTIPLE DRONES
Israeli company D-Fend has developed 

EnforceAir to address this new type of 
threat. According to the company, this 
system features a combination of cyber 
and radio frequency (RF)-based takeover 
technology. The system can operate in 
either autonomous or manual mode, and 
it detects, locates and identifies rogue 
drones and then neutralizes the threat by 
allowing the operator to take full control 
over the drone and land it safely in a 
predefined zone.

Since the system does not rely upon 
jammers or kinetic technology, EnforceAir 
says it avoids collateral damage, 
interference, disruption and disturbance. 

In a recent demo, D-Fend’s technology 
was able to hack multiple drones at the 
same time. Last year, the Israeli company 
revealed that the technology has already 
successfully hacked more than 10 drones 
that were part of a drone swarm. 

Israeli scientists are also developing 
systems that will be capable of locating 
a drone operator so that they can be 
neutralised. The new Israeli operational 
demand to not only intercept a drone, 
but also to kill its operator, has prompted 
some efforts in this direction. Researchers 
at Ben Gurion University (BGU) in Beer 
Sheva in southern Israel, are developing a 
unique system that they claim will be able 
to pinpoint the operator.

The research is led by Dr. Gera Weiss, 
from the BGU’s Department of Computer 
Science, and conducted by lead researcher 
Eliyahu Mashhadi, a computer science 
student. Mashhadi said that a realistic 
simulation environment is used at this 
stage of the research, to collect the path 
of the drone when flown from launch 
point and along its flight path. “We insert 
all the points along the flight path into a 
deep neural network that is trained to 
be able to predict the exact launch point 
and the location of the drone operator,” 
he explains. While testing the model with 
the flight simulator, he says a 78% accurate 
location was achieved.

While armed drones have become a very 
real threat, other autonomous systems are 
also emerging. In early April, some Israeli-
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developed drones and robotic unmanned 
ground systems combined with “see-
through walls” systems and parallel systems 
from the US were tested in a competition, 
which formed part of the MoSAIC —Mobile 
Standoff Autonomous Indoor Capabilities 
Challenge initiated by the US Department 
of Defense Irregular Warfare Technical 
Support Directorate (IWTSD) and the 
Directorate of Defence R&D (DDR&D) in 
the Israeli Ministry of Defence.

SWARMS IN URBAN COMBAT
The competition combined capabilities 

of civilian drones and ground robotic 
systems in an urban combat scenario. 
Some of the systems developed in Israel 
and relevant to the competition were 
already combat-proven, but most are 
highly classified and were cleared to 
take part in the demonstration. Twenty 
of the most innovative start-ups in the 
fields of robotics and mini-indoor drones 
participated in the competition. The 

drones and robots that took part were 
required to complete a course involving 
various obstacles, which included doors, 
rubble and curtains. 

The aim: to find and validate cutting-
edge hardware and software solutions 
to address some of the challenging and 
longstanding technological gaps concerning 
remote autonomous indoor manoeuvre. 

According to the official website of the 
MoSAIC challenge, it is evident that there 
will be no single technological solution, 
but rather a toolbox of scalable, layered, 
modular and multi-functional capabilities 
to enable operators to remotely and 
autonomously perform the full range of 
indoor missions. 

Israeli defence sources say that the US 
selected Israel as a partner based on the 
fact that some Israeli-developed systems, 
operating in the air and on the ground 
are already used for missions against 
terrorists in Southern and Northern 
Israel. “These systems have proved their 

capabilities and are now being upgraded 
as the challenges get more complicated “ 
says one defence source.

Some of the challenge scenarios were 
based on preparing an operation when the 
enemy is behind walls. In a briefing during 
the joint demo, US and Israeli officials 
said that the aim of the special technical 
evaluation is to select the technologies 
that are most suitable for indoor combat. 
The demo/ competition is one small part 
of Israeli efforts to use robotic systems in 
combat. The achievements are impressive, 
but classified. 

However, it can be said without any 
doubt that autonomous systems on the 
ground, in the air and at sea, will play a 
growing part in future combat between 
Israel and its enemies across its borders 
and far away. n

 
ABOUT THE AUTHOR 
   Arie Egozi is an Israeli-based freelance 
journalist covering aerospace and defence.

Most of the drones in the MoSAIC demo were equipped with optical payloads  (Photo credit: Black Box Media)
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